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1 In trod u ction
1.1 Background
Thepasttw o decadeshaveseen an enorm ousincreasein thedevelo pm ent
and useofnetw orked and distributed system s, providing increa sed func-
tionality to theuserand m oreefﬁcientuseofresources. To obtai n theben-
eﬁtsofsuch system spartiesw illcooperate by exchanging m essag esover
netw orks. Thepartiesm ay beusers, hostsorprocesses; they areg enerally
referred to as principals in authentication literature.
Principalsuse the m essagesreceived, togetherw ith certain m o delling
assum ptionsaboutthebehaviourofotherprincipalsto m akedecisi onson
how to act. These decisionsdepend crucially on w hatvalidity ca n be as-
sum ed ofm essagesthatthey receive. Loosely speaking, w hen w e re ceive
am essagew ew antto besurethatithasbeen created recently an d in good
faith fora particularpurpose by the principalw ho claim sto have sen tit.
W e m ustbe able to detectw hen a m essage hasbeen created orm odi ﬁed
by a m aliciousprincipalorintruderw ith accessto the netw ork or w hen
a m essage w as issued som e tim e ago (orfor a differentpurpose) and i s
currently being replayed on thenetw ork.
An authentication protocolis a sequence ofm essage exchanges be -
tw een principalsthateitherdistributessecretsto som eoftho seprincipals
orallow sthe use ofsom e secretto be recognised [26]. Atthe end of the
protocoltheprincipalsinvolved m ay deducecertain propertiesab outthe
system ; forexam ple, thatonly certain principalshaveaccessto particular
secretinform ation (typically cryptographickeys) orthatapart icularprin-
cipalisoperational. They m ay then use thisinform ation to verif y claim s
aboutsubsequentcom m unication, for exam ple, a received m essage en-
crypted w ith a new ly distributed key m usthavebeen created afte rdistri-
bution ofthatkey and so is tim ely .
A considerable num ber ofauthentication protocols have been spe ci-
ﬁed and im plem ented. Theareais, how ever, rem arkably subtleand m any
protocolshavebeen show n to beﬂaw ed a long tim e afterthey w er e pub-
lished. The Needham Schroeder ConventionalKey Protocolw as pub-
lished in 1978 [87]and becam e the basis for m any sim ilar protocols i n
lateryears. In 1981, Denning and Sacco dem onstrated thatthe protoco l
w as ﬂaw ed and proposed an alternative protocol[42]. This setthe ge n-
eraltrend forthe ﬁeld. The authors ofboth paperssuggested otherpro -
tocols based on public key cryptography (see section 2). In 1994 Martin
Abadidem onstrated thatthe public key protocolofDenning and Sacc o
w asﬂaw ed [1]. In 1995, Low e dem onstrated an attack on the publickey
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protocolofNeedham and
Schroeder(seventeen yearsafteritspublication). In theinterve ning years
a w hole hostofprotocolshave been speciﬁed and found to be ﬂaw ed (a s
dem onstrated in thisreport).
Thisreportdescribesw hatsortsofprotocols have been speciﬁed a nd
outlines w hatm ethods have been used to analyse them . In additio n, it
providesa sum m ary ofthe w aysin w hich protocols have been found t o
fail. There isa large am ountofm aterialin the ﬁeld and them ain b ody of
thisdocum entisintended asa concise introduction to and surve y ofthe
ﬁeld. Som e types ofprotocolare given little detailed attention , particu-
larly those w hich rely on num ber-theoreticpropertiesfortheir security. It
isenvisaged thatfutureeditionsofthisreportw illprovideaco m pletecov-
erage. An annotated bibliography isincluded to guide the reader . Since
authentication reliesheavily on encryption and decryption to achieve its
goalsw ealso provideabriefreview ofelem entsofcryptography .
1.2 A ProtocolsResource
Authentication neverstandsstill! Thisreportisintended asac om pendium
ofusefulinform ation related to authentication. Hopefully, this w illbeuse-
fulto researchersand protocoldesignersalike. How ever, thea uthorshope
tom akethisa"living docum ent" and updateitascom m entsfrom the com -
m unity arereceived. Theauthors 1 w elcom esuggestionsforinclusionsin
future editions (om issions, necessary corrections, new protoc ols, new at-
tacksetc.)
1 jac@ cs.york.ac.uk,jerem y@ cs.york.ac.uk
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2 C ryp tograp h ic P rereq u isites
2.1 G eneralPrinciples
Cryptographic m echanism sare fundam entalto authentication prot ocols.
Suppose thatw e have som e m essage text P w hich w e w ish to transm it
overthe netw ork. P isgenerally referred to as plaintext ora datagram . A
cryptographicalgorithm converts P to aform thatisunintelligibleto any-
one m onitoring thenetw ork. Thisconversion processiscalled encryption .
Theunintelligibleform isknow n as ciphertext ora cryptogram . Theprecise
form ofthe cryptogram C corresponding to a plaintext P dependson an
additionalparam eter K know n asthe key .
Theintended receiverofacryptogram C m ay w ish to recovertheorigi-
nalplaintext P . To do this, asecond key K  1 isused to reversetheprocess.
This reverse process is know n as decryption . Encryption and decryption
aredepicted in ﬁgure 1.
P
PlaintextCiphertext
C
Plaintext
DecryptionEncryption
-1
P
Key = KKey = K
ReceiverSender
Figure1: Encryption and Decryption
The classes ofencryption and decryption algorithm s used are gen er-
ally assum ed to be public know ledge. By restricting appropriately w ho
has access to the various keys involved w e can lim itthe abilit y to form
ciphertexts and the ability to determ ine the plaintexts corre sponding to
ciphertexts.
2.2 Sym m etricK ey Cryptography
In sym m etrickey cryptography theencryption key K and thedecryption
key K  1 are easily obtainable from each otherby publictechniques. Usu-
ally they are identicaland w e shallgenerally assum e thatthi sisthe case.
Thekey K isused by apairofprincipalsto encryptand decryptm essages
to and from each other. Ofcourse, anyone w ho holdsthe key can cr eate
ciphertextscorresponding to arbitrary plaintextsand read th e contentsof
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arbitrary ciphertextm essages. To ensure security ofcom m unica tion this
keyiskeptsecretbetw een thecom m unicating principals. Follow i ng estab-
lished convention w eshallusethenotation Kab to denotea key intended
for com m unication betw een principals A and B using a sym m etric key
cryptosystem .
2.2.1 ClassicalCryptography
Classicalcryptography has used sym m etric keys. Typically class icalci-
phershave been either substitution or transposition ciphers (ora m ixture)
and have w orked on textcharacters. A substitution cipher substi tutes
a ciphertextcharacter for a plaintextcharacter. A transposit ion cipher
shufﬂesplaintextcharacters. Theprecisesubstitutionsand tran spositions
m adearedeﬁned bythekey. Exam plesincludesim ple, hom ophonic, pol y-
alphabeticand polygram substitution ciphersand sim pleperm utatio n ci-
phers(e.g. w here successive groupsofN charactersare perm uted in th e
sam e w ay). Elem ents oftransposition and substitution are include d in
m odern day algorithm stoo. Itisnotourintention to survey class icalap-
proachesto cryptography. They arew elldocum ented already [41, 99]. An
elem entary introduction hasbeen produced by W illet[114].
2.2.2 M odernday Cryptography
Moderndaysym m etrickeyalgorithm sareprincipally blockciphers or stream
ciphers .
A block cipherw illencrypta block of(typically 64 or 128) plaintext
bits ata tim e. The bestknow n block cipher is the ubiquitous Data En-
cryption Standard [45], universally referred to as DES. This has been a
hugely controversialalgorithm . The controversy hascentred on w hether
theeffectivekey length (56 bits– reduced from 128 attheinsisten ceofthe
NationalSecurity Agency) is really sufﬁcientto w ithstand attack s from
m odern-day com puting pow er(seeW iener[113]fordetails), and over the
design ofelem entscalled S-boxes (the design criteria w ere notm adepub-
lic). The readerisreferred to [101]fordetails. Itisw orth notin g thatthe
algorithm isrem arkably resistantto attack using the published state-of-the-
artcryptanalysistechniqueknow n asdifferentialcryptanaly sisdiscovered
by Biham and Sham irin 1988. Asrevealed by Coppersm ith in 1994 [38]
thisw asbecausethetechniquew asknow n to thedesignersofDES ba ck in
1974! Ofcourse, in thissurvey w e can only com m enton w hatispublicly
know n.
8
Otherexam plesofblock ciphersareMADRYGA (efﬁcientforsoftw are
im plem entation and operateson 8-bitblocks), NEW DES (operateson 64-
bit blocks but w ith a 120-bit key), FEAL-N, RC2 and RC4 (by Ronald
Rivest) and IDEA (by Laiand Massey). Schneierhas w ritten a readable
accountofthe IDEA algorithm [98]. A very good overview ofblock ci-
phers (and others) can be found in Schneier’sgeneralcryptography text
[99].
2.2.3 M odesofBlock CipherU sage
There are severalm odes in w hich a block ciphercan be used. Princi pal
onesare:
 ElectronicCodeBook (ECB)
 CipherBlock Chaining (CBC)
 CipherFeedbackMode (CFB)
 OutputFeedbackMode (OFB)
ECB isthe sim plestm ode. Consecutive blocksofplaintextare sim ply
encrypted using the algorithm . Thus, identicalblocksofplainte xtare al-
w aysencrypted in thesam ew ay (w ith thesam eresult). Itssecurity n eeds
to bequestioned forspeciﬁccontexts. An analystm ay beableto bui ld up
a codebook ofplaintext-ciphertextpairs(eitherknow n orbecause he can
apply cryptanalyticm ethodsto derive the plaintexts). Also, itis possible
to m odify m essages (e.g. by sim ply replacing an encrypted block w i th
another).
CipherBlockChaining (CBC) isarelatively good m ethod ofencrypting
severalblocksofdataw ith an algorithm forencrypting asing leblock. Itis
one m ode in w hich the w idely used Data Encryption Standard (DES) can
be em ployed. Block iofplain textisexclusively-ored (hereafterXORed)
w ith block i 1 ofciphertextand isthen encrypted w ith the keyed block
encryption function to form block iofciphertext.
Forexam ple, w ith initialisation block Itheencryption ofm essageblock
sequence P 1 P 2 : : : P n w ith key K denoted by E(K : P 1 P 2 : : : P n ) isgiven by
E(K : P 1 P 2 : : : P n ) = C0 C1 C2 : : : Cn
w here
C0 = I
8 i; i > 0  Ci = e(K : (Ci  1  P i ))
9
IKey
Key
Encrypt
Encrypt
Key
P2 C 2
P1 C 1
P3 C 3
Encrypt
Figure2: CipherBlock Chaining
Here, e(K :) isthe block encryption function used w ith key K . The en-
cryption processisshow n in ﬁgure 2.
Successiveciphertextblocksaredecrypted using thekeyed block func-
tion d(K :) according to therule
8 i; i > 0  P i = C i  1  d(K : Ci )
Thus, forany successivepairofciphertextblocksw ecan recoverthe plain-
textblock corresponding to thesecond (provided w ehavethekey ).
Ifw e choose a differentinitialblock I in each case then even identical
plaintextm essagesw illhave differentciphertexts. Itis w ide ly acknow l-
edged thatnon-repeating initialblocksare essentialforade quate preser-
vation ofconﬁdentiality (unlessthe ﬁrstblock in a m essageisalw aysdif-
ferentin w hich case itisknow n asa confounding block ). Authorsdifferas
to w hetherthey should be passed betw een com m unicating partiesi n the
clear(w hich Schneier[99]thinksisﬁne) orencrypted ( asrecom m en ded
byDaviesand Price[39]). Voydock and Kent[112]addressm anyaspects of
initialblock usage insisting thatthey should be pseudo-random f orCBC.
The rationale given there and in variousothertextsisincom ple te orsim -
ply w rong. Forexam pleSchneierstatesthatan initialblock can b easerial
10
num berthatincrem entsaftereach m essagebutdoesnotrepeat. Cl ark and
Jacob [36]haveshow n thatsuch an approach ispotentially disastrous ; they
show how forthem ostcelebrated authentication protocolofal l, adoption
ofthisapproach w ould allow a third party to create the ciphertext foran
arbitrary m essagew ithouthaving accessto thekey!
In certain netw ork applications itis usefulto be able to transm it , re-
ceiveand processdatachunksofsizelessthan theblock size(e.g . thepro-
cessing ofcharacter-sized chunksfrom a term inal). In such cases Cipher
Feedback m ode (CFB) m ightbe used. Figure 3 is based on a ﬁgure by
Schneier[99]and show san 8-bitCFB w ith a 64-bitblock algorithm . Here
thecontentsofashiftregisterareinitialised w ith som eva lue. Thecontents
ofthe shiftregisterare encrypted asa block, and the leftm os tbyte ofthe
resultisXORed w ith thenextplaintextbyte to produce a ciphertextbyte.
The contentsoftheregisterarenow shifted leftby 8 bitsand the m ostre-
cently created ciphertextbyteisplaced in therightm ostbyte oftheregister
and theprocedurerepeats. Thedecryption procedureiseasily obtai ned.
XOR
Cipher
Feedback
Key
Leftm ostbyte
Last8 Cipherbytes
ShiftRegister
i
Encrypt
B
iCPi
Figure3: CipherFeedbackMode
OutputFeedback m ode (OFB) isshow n sim ilarly in ﬁgure 4. Here, it
isthe leftm ostbyte ofthe directoutputofthe encryption functio n thatis
fed back into theshiftregister(othersizesarepossible).
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Schneierstatesthatthe initialisation vectorsforCFB and OFB sh ould
bedifferentforeach m essageencrypted, though thereisnoadd itionalben-
eﬁtfrom sending them encrypted [99]. Voydock and Kentdisagree[1 12].
The errorpropagation propertiesofthe differentm odesofencrypt ion
vary butare notdetailed here. The readerisreferred to Schneie r[99]or
Daviesand Price[39]fordetails.
Otherm odesare possible, e.g. Counterm ode (like OFB butw ith the
contentsofthe registersim ply increm ented each tim e, i.e. no feedback),
Block Chaining m ode (w here the inputto the encryption is the XOR of
allpreviousciphertextblocksand the currentplaintextblock) an d Prop-
agating CipherBlock Chaining (w here the inputto the encryption isth e
XOR ofthecurrentand theim m ediately previousplaintextblocksa nd all
previousciphertextblocks). There are a variety ofotherm odesw hi ch are
som ew hatesoteric; w eshallnotdescribethem here.
Output
Feedback
Key
XOR
Leftm ostbyte
ShiftRegister
Last8 leftm ostoutputbytes
i
Encrypt
B
i iCP
Figure4: OutputFeedbackMode
2.2.4 Stream Ciphers
Stream ciphersencryptone bitofplaintextata tim e. The usualapproach
isto generatea bitstream and to XOR successivebitsw ith succes sivebits
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ofplaintext. Clearly w e should w ish the bit-stream produced to be a s
random aspossible. Indeed, a vastam ountofw ork into pseudo-rando m
stream generation hasbeen carried out(see [99]). The stream sprod uced
depend on a key in som e w ay (ifidenticalstream s w ere produced eac h
tim ethen cryptanalysisbecom eseasy). A keystream generator com prises
a ﬁnite state m achine and an outputfunction. Figure 5 show s tw o ba-
Counterm ode
CiC iP i
OutputFeedbackM ode
Key Key
Function
OutputFunction
InternalState
Next-State
K iK i
InternalState
Next-State
iP
Function
OutputFunction
Figure5: Stream CipherApproaches
sic approaches to bit-stream generation: outputfeedback m ode (w he re
thevalueofthekey affectsthenextstate) and theoutputfunction ispretty
straightforw ard; and Counterm ode(w herethekey affectstheout putfunc-
tion and thenextstateisstraightforw ard, typically acounte rincrem ent).
Itisalso possibleto useblock ciphersaskeystream generators(e .g. use
CounterMode and selectthe leftm ostbitofthe encrypted block out put).
FordetailsoftheaboveseeSchneier[99].
2.3 PublicK ey Cryptography
In public key cryptography there isno shared secretbetw een com m un i-
cating parties. The ﬁrstpublication on the topicw asthe classicpape rby
W hitﬁeld Difﬁe and Martin Hellm an in 1976 [44]. In publickey encryption
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each principal A isassociated w ith som ekey pair( Ka ; Ka  1 ). The publickey
Ka ism ade publicly available butthe principal A doesnotrevealthe pri-
vatekey Ka  1 . Any principalcan encrypta m essage M using Ka and only
principal A can then decryptitusing Ka  1 . Thus, the secrecy ofm essages
to A can beensured.
Som epublickey algorithm sallow theprivatekey to beused to encry pt
plaintextw ith thepublickey being used to decryptthecorrespondi ng
ciphertext. Ifa ciphertext C decrypts(using Ka) to a m eaningfulplaintext
m essage P then itisassum ed thatthe ciphertextm usthave been created
by A using the key Ka  1 . Thiscan be used to guarantee the authenticity
ofthem essage. Them ostw idely know n publickey algorithm thata llow s
such use w asdeveloped by Rivest, Sham irand Adlem an [92]and isuni-
versally referred to asRSA. Such algorithm s are often said to provi de a
digitalsignature capability. Sim ply encrypting using a privatekey doesnot
constitute a signature. Variouschecksm ustalso be m ade by the re ceiver
(seeGollm an [49]).
TheRSA algorithm [92]w orksasfollow s:
1. pick tw o largeprim es p and q, let n = p  q
2. choose erelatively prim eto  (n) = (p  1)(q  1)
3. useEuclid’salgorithm to generatea d such that e  d = 1 m od  (n)
4. m ake the pair ( n ; e) publicly available – this is the public key. The
privatekey is d.
5. a m essageblock M isnow encrypted by calculating C = M e m od n.
6. theencrypted block C isdecrypted by calculating M = C d m od n.
Here encryption and decryption are the sam e operation (m odularexpo -
nentiation).
A sender A can com m unicate w ith B preserving secrecy and ensuring
authenticity by ﬁrstsigning am essageusing hisow n privatekey Ka  1 and
then encrypting theresultusing B’spublickey Kb. B useshisprivatekey
to decryptand then uses A’spublickey to obtain theoriginalm essage.
Public key algorithm s tend to rely on the (supposed) com putational
difﬁculty ofsolving certain problem s(e.g. ﬁnding discrete logari thm sfor
theDifﬁeHellm an algorithm and ﬁnding prim e factorsforRSA). Again,
key length isan issue. Com puting pow erisincreasing rapidly and th ere
havebeen signiﬁcantadvances. Forexam ple, ten yearsago512 bitke ysfor
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RSA w ere thoughtto be very secure; today 512 bitsisconsidered a m in i-
m um requirem ent(and 1024 bitsisoften recom m ended). Sheerprocessin g
capability also affectstheusability ofpublickey encryption. Pub lickey al-
gorithm saregenerally m uch slow erthan sym m etrickey algori thm s.
Schneier[99]givesagood accountofrelativespeedsofalgorithm s.
There are som e very usefuland inform ative papersthatdeal(atleast
in part) w ith publickey cryptography. Hellm an providesan excellen tin-
troduction to public key cryptography and the underlying m athem at ics
[58]. W illetprovides a m uch higherlevelview [115]. Gordon [56]pro-
videsa good butsim pleintroduction. Difﬁe providesan exciting ac count
oftheﬁrstdecadeofpublickeycryptography [43]w ith aparticularly g ood
accountoftheattackson knapsacks. Brickelland Odlyzko providean ac-
countofvarious attacks on public key system s (and others) [25]. Othe r
aspectsare covered in Massey’sinform ative generalpaperon cry ptology
[81].
2.4 O ne-w ay H ash A lgorithm s
W eshalloften require evidencethata m essagethathasbeen senth asnot
been subjectto m odiﬁcation in any w ay. Typically thisiscarrie d outusing
a hash function. A hash function H w hen applied to a m essageM yield s
a valueH(M) ofspeciﬁclength know n asthe hash value ofthatm essage.
H(M) isoften referred to asa m essagedigest . The m apping ofm essagesto
digests is one-w ay; given M and H(M) itshould be com putationally in-
feasibleto ﬁnd M’such thatH(M’)=H(M). Thedigestisaform ofreduced
m essage calculated using a publicly know n technique. A receiver o fa
m essage can check w hethera m essage and a corresponding diges tagree.
Hash functionsare largely intended foruse in conjunction w ith c ryptog-
raphy to providesignatures.
If M is a m essage then A can provide evidence to B thathe created
it, and thatithas notbeen tam pered w ith, by calculating E(Kab : H (M ))
and sending them essageM togetherw ith thenew ly calculated e ncrypted
hash value. On receiving the m essage, B can calculate H (M ) and then
E(Kab : H (M )) and check w hether the value agrees w ith the encrypted
hash valuereceived. Sincetheam ountofencryption issm allthis isaquite
efﬁcientm eanstodem onstrateauthenticity (assum ing A and B donotfake
m essagesfrom theother).
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2.5 N otationalConventions
In this reportw e shalluse the notation E(K : M ) to denote the resultof
encrypting m essageplaintext M w ith key K .
A protocolrun consistsofa sequence ofm essagesbetw een principal s
and w illbedescribed using thestandard notation. Principalsa regenerally
denoted by capitals such as A, B and S (for a server). The sequence of
m essages
(1) A ! B : M 1
(2) B ! S : M 2
(3) S ! B : M 3
denotesaprotocolin w hich A sends M 1 to B, B then sends M 2 to S w ho
then sends M 3 to B. Attackson protocolsoften involvesom em ischievous
principalpretending to beanother. W edenotea m ischievousprinc ipalby
Z . The notation Z (A) denotes the principal Z acting in the role of A. Z
hasunfettered accessto the netw ork m edium and m ay placeatw ill m es-
sagesonto the netclaim ing to be sentfrom A and intercepting m essages
destined for A (and possibly rem oving them ).
A num bergenerated by aprincipal A isdenoted by N a. Such num bers
areintended to beused onlyonce forthepurposesofthecurrentrun ofthe
protocoland are generally term ed nonces . W e shallsom etim esreﬁne the
notion ofanoncetoincludea tim estam p and distinguish betw een sequence
num bersorgenuinelypseudo-random nonces. Such distinctionsarem ade
in, forexam ple, the ISO entity authentication standards(see[61] ).
A m essage m ay have severalcom ponents; som e w illbe plaintexta nd
som e w illbe encrypted. Message com ponentsw illbe separated by c om -
m as. Thus
(1) A ! B : A ; E(Kab : N a)
denotesthatin theﬁrstm essageoftheprotocol A sendsto B them es-
sage w hose com ponentsare a principalidentiﬁer A togetherw ith an en-
crypted nonce E(Kab : N a).
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3 P rotocolTyp es
In this section w e provide an overview ofvarious form s ofauthent ica-
tion protocolin usetoday. Atthe highestlevelw e havecategoris ed them
according to the principalcryptographic approach taken, i.e. sym m etric
key or public key. W e distinguish also betw een those thatuse (one o r
m ore) trusted third parties to carry outsom e agreed function and those
thatoperate purely betw een tw o com m unicating principalsthatw is h to
achieve som e m ode ofauthentication. There are furtherdistinc tionsthat
can bem ade: thenum berofm essagesinvolved in theprotocols(e.g . one-
pass, tw o-pass, three-passetc.) and w hetherone principalw ishesto con-
vincethesecond ofsom em atter(one-w ay orunilateralauthentic ation) or
w hetherboth partiesw ish to convince each otherofsom ething (tw o-w ay
or m utualauthentication). These distinctions are also m ade by th e ISO
entity authentication standards(see[61]).
3.1 Sym m etricK ey W ithoutTrusted Third Party
Perhaps the sim plest(and yeteffective) exam ple in this class is t he ISO
One-passSym m etricKeyUnilateralAuthentication Protocol[62](seeals o
6.1.1) show n below . Itconsistsofthesinglem essage:
(1) A ! B : Text2 ; E(Kab : [Ta j N a]; B ; Text1)
Here the textﬁelds show n are optional; their use is im plem entatio n
speciﬁc(and w eshallignorethem in thisdiscussion). W ecan seeth atthe
claim antA (i.e. the one w ho w ishes to prove som ething) sends an en-
crypted m essage containing a nonce and the identiﬁerofthe veriﬁer (i.e.
theprincipalto w hom theclaim ism ade). Thenoncem ay beatim esta m p
Ta or a sequence num ber N a depending on the capabilities ofthe envi-
ronm entand the com m unicating principals. On receiving this m es sage,
B, w ho believes thatthe key Kab is know n only to him selfand A, m ay
deduce that A has recently sentthis m essage ifthe sequence num beris
appropriateorifthetim estam p hasarecentvalue. Noteherethati fam a-
licious principalhas unfettered access to the netw ork m edium the n use
ofsequencenum bersw illbeinsufﬁcient(sincehecan record m essa ge (1),
prevent B from receiving it, and replay itto B atalatertim e).
Thebest-know n protocolsthatdo notuseatrusted third party aresi m -
plechallenge-response m echanism s. Oneprincipal A issuesdata to a sec-
ond principal B. B then carries outsom e transform ation and sends the
resultto A w ho checks to see ifthe appropriate transform ation has oc-
curred. Figure 6 show sa sim plechallenge-response protocol. In this case
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the nonce N a should be random . Ifthe nonce w ere a sequence num ber,
orw ere otherw ise predictable, a m aliciousprincipalcould issue t he next
nonce value to B and record the response. W hen A genuinely issued the
sam e nonce value ata laterdate the intrudercould replay B 0 s earlierre-
sponse to com pletethe protocol. A could conclude only thatthem essage
hereceivesw ascreated at som e tim eby B (butnotnecessarily in response
to hism ostrecentchallenge).
Na
E(Kab: Na)
PrincipalBPrincipalA
Figure6: A ChallengeResponseProtocol
There are other variations on the challenge-response them e. Som e-
tim esthe challengeisencrypted, som etim esnot; som etim esi tisrandom ,
som etim espredictable (butneverbefore used). Gong highlightsm a ny is-
suesassociated w ith theuseofnoncesforsuch purposes[53].
TheISO Tw o-PassUnilateralAuthentication Protocolisdescribed lat er
in thisdocum ent(see6.1.2). TheISO Tw o- and Three-PassMutualAuthen-
tication Protocolsaredescribed in sections6.1.3 and 6.1.4 respectiv ely.
Anotherapproach to ensuring authenticity uses cryptographic check
functions. Essentially, a m essage issenttogetherw ith som e s um m ary or
digestcalculated using a hash function using a shared key. Exam ple sare
given in section 6.2. Exam ples can be found in Part4 ofthe ISO entity
authentication standard [64].
3.2 Sym m etricK ey W ith Trusted Third Party
Sym m etrickey protocolsthatuseatrusted third party (TTP) areby fart he
m ostnum erousin theliterature. Them ostcelebrated protocolofal ltim e,
the Needham Schroeder Sym m etric Key Authentication protocol[87]is
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described below :
(1) A ! S : A ; B ; N a
(2) S ! A : E(Kas : N a ; B ; Kab ; E(Kbs : Kab ; A))
(3) A ! B : E(Kbs : Kab ; A)
(4) B ! A : E(Kab : N b)
(5) A ! B : E(Kab : N b  1)
In thisprotocol A requestsfrom the server S a key to com m unicate w ith
B. He includes a random nonce N a generated specially for this run of
the protocol. Thisnonce w illbe used by A to ensure thatm essage (2) is
tim ely. S createsa key Kab and createsm essage (2). Only A can decrypt
thism essage successfully since he possessesthe key Kas . In doing so he
w illobtain the key Kab and check thatthe m essage contains the nonce
N a. A passeson to B the encrypted m essage com ponent E(Kbs : Kab ; A)
asm essage (3).
Principal B decryptsthism essage to discoverthe key Kab and thatit
isto be used forcom m unication w ith A. He then generatesa nonce N b,
encrypts it(using the new ly obtained key), and sends the resultto A as
m essage (4).
Principal A, w ho possessestheappropriatekey Kab , decryptsit, form s
N b  1, encrypts itand sendsthe resultback to B asm essage (5). B de-
cryptsthisand checksthe resultiscorrect. The purpose ofthisexc hange
isto convince B that A isgenuinely operational(and thatm essage 3 w as
notsim ply thereplay ofan old m essage).
Atthe end ofa correctrun ofthe protocol, both principalsshould be
in possession ofthe secretkey Kab new ly generated by the server S and
should believethattheotherprincipalhasthekey. Rather, this isw hatthe
protocolisintended to achieve. W e shallshow in section 4.1 that itisin
factﬂaw ed.
There have been m any otherprotocols thathave used a trusted thir d
party to generateand distributekeysin asim ilarw ay: theAm end ed
Needham -Schroeder Protocol[88](see 6.3.4), the Yahalom Protocol(see
6.3.6), the Otw ay-Rees Protocol[91](see also 6.3.3) w hich is essentially
the sam e as the Am ended Needham -SchroederProtocol. W oo and Lam
provide severalauthentication protocols [116, 117](6.3.10). Otherexam -
ples include those by Gong and Carlsen’s secretkey initiator prot ocols
(form obilephonenetw orks) (6.10.2 and 6.3.7) and the ISO Four- and Five
PassMutualAuthentication Protocols[62](6.3.8 and 6.3.9).
Denning and Sacco suggested ﬁxing problem sin theNeedham
Schroederprotocolusing tim estam ps. The Denning Sacco Conventiona l
Key Protocolreplacesthe ﬁrstthree m essagesoftheNeedham Schroe der
protocolw ith:
(1) A ! S : A ; B
(2) S ! A : E(Kas : B ; Kab ; T ; E(Kbs : A ; Kab ; T ))
(3) A ! B : E(Kbs : A ; Kab ; T )
Here, T isa tim estam p generated by S. A and B can check fortim eliness
ofm essages(2) and (3) (i.e. the tim estam p m ustbe w ithin som e w indow
centred on therespectivelocalclock tim e).
Third parties m ay be trusted foractivities otherthan key gener ation
and distribution. Considerthe W ideMouthed Frog Protocoldue to Bur-
row s(butnotforusein realsystem s) [26]:
(1) A ! S : A ; E(Kas : Ta ; B ; Kab )
(2) S ! B : E(Kbs : Ts ; A ; Kab )
A istrusted to generatea session key Kab . On receiving m essage (1) S
checksw hetherthe tim estam p Ta is"tim ely" and, ifso, forw ardsthe key
to B w ith its ow n tim estam p Ts. B checks w hetherthe m essage (2) has
a tim estam p thatislaterthan any otherm essage ithasreceiv ed from S.
Here the server S effectively perform sa key translation service (providing
alsotrusted tim estam ping). Davisand Sw ick providem orekeytrans lation
servicefacilities[40].
Som eprotocolsallow keystobereused in m orethan onesession. Th ese
are typically tw o-partprotocols. The ﬁrstpartinvolvesa principal A ob-
taining a ’ticket’forcom m unication w ith a second principal B. Theticket
generally containsasession key and isencrypted so thatonly thereceiver
B can decryptit. In the second partofthe protocol A presentsthe ticket
to B w hen hew ishesto com m unicate; hem ay do thison severaloccasi ons
(untilthe ticketexpires). These are usually called repeated authentication
protocols . Such protocolshavebeen devised byKehne etal [68]and also by
Neum an and Stubblebine[90].
3.3 PublicK ey
Protocols using public key cryptography ﬁnd num erous applications in
authentication butthe speed ofencryption and decryption using publ ic
key algorithm s has prevented theirw idespread use forgeneralc om m u-
nication; for exam ple, Schneier states thatRSA encryption is abo ut100
tim esslow erthanDES w hen both areim plem ented in softw are(thefa stest
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hardw are im plem entation ofRSA hasa throughputof64 Kbaud). How -
ever, exchanging sym m etricencryption keysusing publickey cry ptogra-
phy providesan excellentuseofthetechnology and severalsuch d istribu-
tion schem eshavebeen created.
Needham and Schroederproposed thefollow ing protocolin theircl as-
sicw ork [87]:
(1) A ! S : A ; B
(2) S ! A : E(Ks 1 : Kb ; B)
(3) A ! B : E(Kb : N a ; A)
(4) B ! S : B ; A
(5) S ! B : E(Ks 1 : Ka ; A)
(6) B ! A : E(Ka : N a ; N b)
(7) A ! B : E(Kb : N b)
Here, w e see how use is m ade ofa trusted server S, generally called a
certiﬁcation authority , thatstores the public keysofthe variousprincipals
and distributes them on requestsealed underits ow n private key Ks 1 .
Thecertiﬁcation authority’spublickey isgenerally assum ed know n to the
principals. Messages (1), (2) and (5), (6) are used by A and B to obtain
each other’s public keys. Message (3) is encrypted under B 0 s public key
and so can only be decrypted successfully by B. Itcontains a challenge
N a togetherw ith A 0 s identiﬁer. B decrypts this to obtain the challenge,
form sa challenge ofhisow n N b and encryptsboth challengesunder A 0 s
publickey and sendsthe resultasm essage (6). A then decryptsm essage
(6). Since only B could have obtained the inform ation necessary to send
thism essage A know sthat B isoperationaland hasjustresponded to his
recentchallenge. A then encrypts B 0 s challenge N b using B’spublic key
Kb and sends m essage (7). B then decrypts and checks thatitcontains
hischallengeand concludesthat A isoperationaland indeed initiated the
protocol. Thisprotocol(and the reasoning given above) hasonly recently
been show n to beﬂaw ed [74].
Som e key distribution protocols use public key cryptography, forex-
am pleDigital’sSPX (seeSchneier’sbook [99]orW oo and Lam [117]). The
draftCCITT X.509 standard [29]usespublickey cryptography forauthen-
ticated com m unication. The ISO authentication fram ew ork m akese xten-
siveuseofpublickey cryptography.
Denning and Sacco providean exam pleofhow to usepublickey cryp-
tography to distributesession keys[42]. Martin Abadinoticed in 1994 that
itw asterribly ﬂaw ed [1].
Public key cryptography m ay also be used to provide digitalsigna-
tures. RSA [92]can be use to sign a m essage by encrypting under the
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private key. Itcan also be used to sign a hash value ofa com plete m es -
sage. The actualm essage can also be sentin the clearw ith the en crypted
hash value appended. A m ajoralternative to the use ofRSA developed,
am id som e controversy, by the United States NationalSecurity Agen cy
(NSA) istheDigitalSignatureAlgorithm . Itisbased on ElGam alencryp-
tion. Schneierprovidesa good accountofthe algorithm [99]and a g ood
journalisticaccountofthecontroversy can befound in thepaperb yAdam
[2]. Otherdigitalsignaturesschem esincludeESIGN, McEliece (based on
algebraic coding theory). Aklprovides a good tutorialguide to di gital
signaturesin general[3].
3.4 H ybrid Protocols
There are som e protocols thatuse both public and sym m etric key cry p-
tography. An exam ple ofsuch isthe unusual(butseem ingly very effec-
tive) Encrypted KeyExchange(EKE) protocolbyBellovin andMerritt[15].
Thisprotocolisunusualin thatitusessym m etrickey cryptography to dis-
tribute ’public’keys. Italso seem sto tolerate fairly poorm echan ism sof
sym m etricencryption.
3.5 O therForm sofProtocol
Therearem any othertypesofauthentication protocol. Forexam ple, pro-
tocolsthatdealw ith non-repudiation, secretvoting, anonym o ustransac-
tions, anonym ous signatures etc. The reader is referred to Schne ier for
details[99]. Exam plesofvariousinternationalstandard protoco lscan be
found in [61], [62], [63], [64], [65]. Recentprotocolsincludeabeacon base d
protocolby Seberry etal [66]and arobustpassw ord exchangeprotocolby
Hauser etal [57]. Liebl[73]providesan overview ofauthentication proto-
cols(in lessdetailthan here).
3.6 G eneral
Therearem any applicationsofauthentication technology thata renotdis-
cussed above. Sim m onsprovidesan exam pleoftheneed forauthentic ity
in the face ofa very hostile enem y forthe purposes ofverifying n uclear
testban treaties[100]. Anderson providesan indication ofhow ele ctronic
paym entsystem sw ork [9]. The sam e authordiscussessocietaland le gal
aspectsofcryptographictechnology [8], [7].
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4 A ttack in g A u th en tication p rotocols
In this section w e detailvarious w ays in w hich protocols failan d give
exam ples.
4.1 FreshnessA ttacks
A freshnessattack occursw hen a m essage (orm essage com ponent) from
a previous run ofa protocolis recorded by an intruderand replayed a s
a m essage com ponentin the currentrun ofthe protocol. The classic ex-
am ple ofsuch an attack occurs in the Needham Schroederconvention al
(sym m etric) key protocoldescribed in section 3.2.
Atthe end ofa correctrun ofthe protocol, each principalshould be
in possession ofthe secretkey Kab new ly generated by the server S and
believe thatthe otherhasthe key. Thatisw hatthe protocolis intended to
achieve. In 1981, Denning and Sacco dem onstrated thatthe protocolw as
ﬂaw ed [42]. Considerm essage(3). Although B decryptsthism essageand
(ifitis indeed w ell-form ed) assum es legitim ately thatitw as c reated by
theserver S, thereisnothing in them essageto indicatethatitw asactual ly
created by S aspartofthecurrentprotocolrun . Thus, suppose a previously
distributed key K 0 ab hasbeen com prom ised (forexam ple, by cryptanaly-
sis) and isknow n to an intruder Z . Z m ighthavem onitored thenetw ork
w hen thecorresponding protocolrun w asexecuted and recorded m e ssage
(3) consisting of E(Kbs : K 0 ab ; A). Hecan now fool B into accepting thekey
asnew by thefollow ing protocol(om itting theﬁrsttw o m essages ):
(3) Z (A) ! B : E(Kbs : K 0 ab ; A)
(4) B ! Z (A) : E(K 0 ab : N b)
(5) Z (A) ! B : E(K 0 ab : N b  1)
B believeshe isfollow ing the correctprotocol. Z isable to form the cor-
rectresponse in (5) because he know sthecom prom ised key K 0 ab. Hecan
now engage in com m unication w ith B using the com prom ised key and
m asquerade as A. Denning and Sacco suggested thatthe problem could
be ﬁxed by the use oftim estam ps [42]. The originalauthors suggested
an alternative ﬁx to thisproblem by m eansofan extra handshake atthe
beginning oftheprotocol[88].
4.2 Type Flaw s
Am essageconsistsofasequenceofcom ponentseach w ith som eva lue(for
exam ple, the nam e ofa principal, the value ofa nonce, orthe value o fa
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key). Them essageisrepresented attheconcretelevelasasequen ceofbits.
A typeﬂaw arisesw hen therecipientofam essageacceptsthatm essageas
valid butim posesa differentinterpretation on the bitsequence than the
principalw ho created it.
Forexam ple, considertheAndrew SecureRPC Protocol
(1) A ! B : A ; E(Kab : N a)
(2) B ! A : E(Kab : N a + 1 ; N b)
(3) A ! B : E(Kab : N b + 1)
(4) B ! A : E(Kab : K 0 ab ; N 0 b)
Here, principal A indicatesto B thathe w ishesto com m unicate w ith
him and sends an encrypted nonce E(Kab : N a) as a challenge in (1). B
repliesto thechallengeand issuesoneofhisow n by sending the m essage
E(Kab : N a + 1 ; N b). A replies to B 0 s challenge by form ing and sending
E(Kab : N b + 1) to B. B now creates a session key K 0 ab and distributes
it(encrypted) togetherw ith a sequence num beridentiﬁer N 0 b forfuture
com m unication.
How ever, ifthenoncesand keysareboth represented asbitseque nces
ofthesam elength, say 64 bits, then an intrudercould record m es sage (2),
interceptm essage (3) and replay m essage (2) as m essage (4). Thus the
attack lookslike:
(1) A ! B : A ; E(Kab : N a)
(2) B ! A : E(Kab : N a + 1 ; N b)
(3) A ! Z (B) : E(Kab : N b + 1)
(4) Z (B) ! A : E(Kab : N a + 1 ; N b)
Thus principal A m ay be fooled into accepting the nonce value N a + 1
asthe new session key. The interpretations im posed on the plaint extbit
string ofthem essageareshow n in ﬁgure 7.
Theuseofthenoncevalueasakey m ay notlead to asecurity com pro-
m ise butitshould be noted thatnonces cannotbe assum ed to be goo d
keys. Furtherm ore, nonces do notnecessarily have to be random , just
unique to the protocolrun. Thus a predictable nonce m ightbe used. In
such cases A w illhavebeen fooled into accepting a key w hosevaluem ay
beknow n to theintruder.
The above protocolis ﬂaw ed in other w ays too. For exam ple, itis
equally possible to record m essage (4) ofa previous run and replay iti n
thecurrentrun, i.e. thereisa freshnessattack, aspointed outby Burrow s,
Abadiand Needham [26].
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Interpretation
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ofReceiver
Interpretation
Decryption
Encryption
Nb’Kab
NbNa + 1
Ciphertext
1001101100111100 1101101100010010
1001101100111100 1101101100010010
Figure7: BitStream Interpretationsand TypeFlaw
TheOtw ay-Reesprotocol[91]providesanotherexam pleofa protocol
subjectto atypeﬂaw attack.
(1) A ! B : M ; A ; B ; E(Kas : N a ; M ; A ; B)
(2) B ! S : M ; A ; B ; E(Kas : N a ; M ; A ; B) ; E(Kbs : N b ; M ; A ; B)
(3) S ! B : M ; E(Kas : N a ; Kab ) ; E(Kbs : N b ; Kab )
(4) B ! A : M ; E(Kas : N a ; Kab )
Theaboveprotocolcausesakey Kab created by thetrusted server S to
bedistributed to principals A and B. M isaprotocolrun identiﬁer.
Afterinitiating theprotocol A expectsto receivea m essageback in (4)
thatcontainsthenonce N a used in (1) togetherw ith anew session key Kab
created by S. IfM is(say) 32 bitslong, A and B each 16 bitslong and Kab
is64 bitsthen an intruder Z can sim ply replay the encrypted com ponent
ofm essage (1) astheencrypted com ponentofm essage (4). Thus
(1) A ! Z (B) : M ; A ; B ; E(Kas : N a ; M ; A ; B)
(4) Z (B) ! A : M ; E(Kas : N a ; M ; A ; B)
Here A decrypts E(Kas : N a ; M ; A ; B) checksforthepresenceofthenonce
N a and accepts(M,A,B) asthenew key. M, A and B areallpublicly know n
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(since they w ere broadcastin the clear). Sim ilarly, itis clear thatan in-
trudercan play the role of S in m essages(3) and (4) sim ply replaying the
encrypted com ponentsofm essage (2) back to B. Theattack is:
(1) A ! B : M ; A ; B ; E(Kas : N a ; M ; A ; B)
(2) B ! Z (S) : M ; A ; B ; E(Kas : N a ; M ; A ; B) ; E(Kbs : N b ; M ; A ; B)
(3) Z (S) ! B : M ; E(Kas : N a ; M ; A ; B) ; E(Kbs : N b ; M ; A ; B)
(4) B ! A : M ; E(Kas : N a ; M ; A ; B)
He can now listen in to conversation betw een A and B using the now
publicly availablekey ( M ; A ; B).
Furtherexam plesoftypeﬂaw saregiven bySyverson [109]and Hw ang
etal [60].
4.3 ParallelSession A ttacks
A parallelsession attack occursw hen tw o orm ore protocolrunsare exe-
cuted concurrently and m essagesfrom one are used to form m essag esin
another.
As a sim ple exam ple consider the follow ing one-w ay authenticatio n
protocol:
(1) A ! B : E(Kab : N a)
(2) B ! A : E(Kab : N a + 1)
Successfulexecution should convince A that B isoperationalsinceonly
B could have form ed the appropriate response to the challenge issued in
m essage (1). In addition, the nonce N a m ay be used as a shared secret
for the purposes offurther com m unication betw een the tw o principal s.
In fact, an intrudercan play the role of B both asresponderand initiator.
Theattack w orksby starting anotherprotocolrun in responseto t heinitial
challenge.
(1 : 1) A ! Z (B) : E(Kab : N a)
(2 : 1) Z (B) ! A : E(Kab : N a)
(2 : 2) A ! Z (B) : E(Kab : N a + 1)
(1 : 2) Z (B) ! A : E(Kab : N a + 1)
Here A initiatesthe ﬁrstprotocolw ith m essage (1.1). Z now pretends
to be B and starts the second protocolrun w ith m essage (2.1), w hich is
sim ply a replay ofm essage (1.1). A now replies to this challenge w ith
m essage(2.2). Butthisistheprecisevalue A expectsto receiveback in the
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ﬁrstprotocolrun. Z therefore replaysthis asm essage (1.2). Atthe very
least A believesthat B isoperational. In fact, B m ay no longerexist. The
attack isillustrated in ﬁgure 8. Solid arrow sindicatem essageso ftheﬁrst
protocolrun, broken arrow sindicatem essagesofthesecond pro tocolrun.
E(Kab:Na)
E(Kab:Na)
E(Kab:Na+1)
E(Kab:Na+1)
Principal
A
Intruder
Z
Figure8: Sim pleParallelSession Attack
In the aboveattack Z used principal A to do som ew ork on hisbehalf.
Heneeded to form an appropriateresponsetotheencrypted challeng ebut
could notdo so him selfand so he"posed thequestion" to A w ho provided
theansw er. A isissaid to actasan oracle (becausehealw aysprovidesthe
correctansw er) and attacksofthisform areoften called ora cleattacks.
An interesting exam pleofan oracleattack occursin theW ide-Mouth ed
Frog Protocol(notintended foruse in realsystem s). The protocolis de-
scribed by Burrow s, Abadiand Needham [26].
(1) A ! S : A ; E(Kas : Ta ; B ; Kab )
(2) S ! B : E(Kbs : Ts ; A ; Kab )
Here, each principal( A and B in theabove) sharesakey w ith theserver
S. IfA w ishesto com m unicatew ith a principal B then hegeneratesa key
Kab and atim estam p Ta and form sm essage (1) w hich issentto S.
On receivingm essage(1) S checksw hetherthetim estam p Ta is"tim ely"
and, ifso, forw ards the key to B w ith its ow n tim estam p Ts. B checks
w hetherm essage (2) hasa tim estam p thatislaterthan any other m essage
ithasreceived from S (and so w illdetectareplay ofthism essage).
The ﬁrstw ay itcan be attacked is by sim ply replaying the ﬁrstm es-
sage w ithin an appropriate tim e w indow - this w illsucceed since S w ill
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produce a new second m essage w ith an updated tim estam p. If S 0 s no-
tion oftim eliness is the sam e as B 0 s (i.e. itacceptm essages only ifthe
tim estam p islaterthan thatofany otherm essageithasrecei ved from the
sender) then thisattack w illnotw ork.
The second m ethod ofattack allow s one protocolrun to be recorde d
and then the attackercontinuously uses S asan oracle untilhe w antsto
bring aboutre-authentication betw een A and B.
( 1 ) A ! S : A ; E(Kas : Ta ; B ; Kab )
( 2 ) S ! B : E(Kbs : Ts ; A ; Kab )
(1 0 ) Z (B) ! S : B ; E(Kbs : Ts ; A ; Kab )
(2 0 ) S ! Z (A) : E(Kas : T 0 s; B ; Kab )
(1 0 0 ) Z (A) ! S : A ; E(Kas : T 0 s; B ; Kab )
(2 0 0 ) S ! Z (B) : E(Kbs : T 0 0 s; A ; Kab )
Z now continues in the above fashion untilhe w ishes to get A and
B to acceptthe key again. He does this by allow ing A and B to receive
m essagesintended forthem by S.
Parallelsession attacksabound in theliterature[103, 117, 108, 60]. Bir d
etal [18, 19]illustrate parallelsession attacksand presentinform alm eth-
odsforanalysing fortheirpresence.
4.4 Im plem entation D ependentA ttacks
Carlsen [31]indicatesthatsom eprotocoldeﬁnitionsallow both s ecureand
insecure im plem entations. Typing attackscould be prevented ift he con-
creterepresentationsofcom ponentvaluescontained redundanc y to iden-
tify a sequence ofbits as representing a speciﬁc value ofa speciﬁc ty pe
(and the principalsm ade appropriate checks). Few protocoldescription s
require such enforcem entoftypes explicitly. Thus, the im plem enta tion
approach adopted m ay severely affectthe actualsecurity ofa proto col
thatconform s to the description and im plem entation-dependent attacks
arepossible.
Sim ilarly w e saw in subsection 4.2 how the im plem entation ofnonce s
(random orpredictable) could severely affectthesecurity ofapr otocol. In
thatcaseitm erely determ ined thedegreeofdam agecaused by a n already
ﬂaw ed protocol.
Perhapsthem ostinteresting (and leastunderstood) area w here
im plem entation-dependentattacksm ay ariseistheinteractio n betw een a
speciﬁcprotocoland theactualencryption m ethod used. In the protoc ols
w ehavedescribed so farlittlehasbeen said aboutthepropertie srequired
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ofan encryption algorithm . The nextsection show sthatthe naï ve use of
certain algorithm s (thatare generally considered strong ) in the contextof
speciﬁcprotocolsm ay produceinsecureresults.
4.4.1 Stream Ciphers
A stream cipherencryptsa plaintextbitstream on a bit-by-bitbas is. The
encrypted value ofa particular bitm ay depend on the key K , random
initialisation data R and theplaintextbitsencrypted so far.
Consider the lasttw o m essages ofthe Needham Schroeder protocol
described in section 3.2.
(4) B ! A : E(Kab : N b)
(5) A ! B : E(Kab : N b  1)
Supposethatthecipherstream form essage(4) is b1 b2 : : : bn  1 bn . Now if
N b isodd then the ﬁnalplaintextbit(assum ed to be the leastsigniﬁca nt
bit) w illbe 1 and N b  1 w illdifferonly in thatﬁnalbit. On a bitby bit
encryption basis, the cipherstream form essage (5) can be form ed sim ply
by ﬂipping thevalueoftheﬁnalbit bn . On averagethenoncew illbeodd
halfofthetim eand so thisform ofattack hasahalfchanceofs ucceeding.
Thisform ofattack w asoriginally described by Boyd [21]. Itappearst hat
thisform ofattack isnotlim ited to stream ciphers. Analysisr evealsthat
sim ilarattackscan alsobem ounted againstcertain usesofciphe rfeedback
m ode forblock ciphers. Furtherm ore, ifthe elem entthatissubje ctto bit
ﬂipping representsatim estam p then thescopeform ischiefseem s greater
(butseem sunrecorded in theliterature).
Itisinteresting to notethatunderthesam esetofassum ptionsa m uch
m ore virulentattack can be carried outby A. Message (3) ofthe protocol
isgiven below :
(3) A ! B : E(Kbs : Kab ; A)
Flipping the ﬁnalbitofthism essage could turn the A into a C under
decryption. Since A know sthe key Kab he could fool B into believing he
shared thiskey w ith C and effectively m asqueradeas C.
4.4.2 CipherBlock Chaining
Another form ofattack concerns the use ofCipher Block Chaining de-
scribed in section 2.2.3. For any successive pairofciphertextblocks w e
can recovertheplaintextblock corresponding to thesecond (pro vided w e
29
have the key). Suppose that E(K : P 1 P 2 P 3 ) = IC 1 C2 C3 Then C1 C2 C3 looks
like a ciphertextthatbegins w ith initialisation block C1 , and decrypts to
P 2 P 3 . Sim ilarly C1 C2 decrypts to P 2 (ituses C1 as an initialisation block)
and C2 C3 decryptsto P 3 .
Thusw e can see thatw ithoutappropriate additionalprotection valid
m essagesm ay be created iftheircontentsare subsequencesofg enerated
m essages. To distinguish this form ofattack from those thatf ollow w e
shallcallthisform ofﬂaw a subsequenceﬂaw .
Consideragain m essage(2) oftheNeedham Schroederprotocolofsub-
section 4.1.
(2) S ! A : E(Kas : N a ; B ; Kab ; E(Kbs : Kab ; A))
Supposethatthishasciphertext C0 C1 C2 C3 : : : and thatallcom ponentshave
length one block. Then E(Kas : N a ; B) = C0 C1 C2 . Butsuch a m essage is
oftheform A m ightexpectto receivein m essage (3) w hen B hasinitiated
theprotocol. Thus, hecan befooled into accepting thepublicly kno w n N a
asa key. Thususe ofCBC m ode ofencryption w ith thisprotocolw illnot
sufﬁce.
Stubblebine and Gligor [106]have dem onstrated attacks via cutand
paste m ethodsw here the ciphertexts ofm essagesare splitand conjoi ned
appropriately to form the ciphertexts ofother m essages (w hich sh ould
only be form able by those in possession ofthe appropriate key). Thi s is
illustrated in ﬁgure 9.
W e see that the spliced ciphertext m essage decrypts to appropriate
plaintextexceptforthe block im m ediately afterthe join. Deno ted by X
in the ﬁgure, itislikely thatitisrandom gibberish butin som e cases that
m ay beprecisely w hatisexpected (e.g. ifthe block isexpected to co ntain
a random num ber). Mao and Boyd have also highlighted the dangerso f
CBC use [79], pointing outthatin m any casesitw illbe possible to deter -
m ine precisely w hatvalue X takes ifthe intruderhas know ledge ofthe
plaintextblock corresponding to the ciphertextim m ediately a fterthe ci-
phertextjoin. In theexam pleshow n in ﬁgure 9, w ehave
X = C3  d K (C 02 )
X = C3  (C 01  P 02 )
and so if P 02 isknow n then so is X sincethe ciphertextblocksare publicly
broadcast.
Itisdangeroustobelievethatattacksoftheaboveform loseth eirpow er
iftheplaintextblock isnotpublicly know n orguessable; such block sw ill
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Figure9: Splicing Attack on CipherBlock Chaining
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generally be know n to the partiescom m unicating in a protocolw h o m ay
m isusetheirknow ledge (seebelow ).
Ofparticularnoteare initialisation attacks — attacksthatinvolvem odu-
lation oftheinitialisation vector C0 . Considera ciphertextthatstartsw ith
C0 C1 and suppose thatw e know thatthe initialplaintextblock w as P 1 .
Then
P 1 = C0  d K (C1 )
Now forany desired block value W w ehave
W = W  P 1  P 1
since anything XORed w ith itselfis0. And so w e have (substituting fo r
thesecond P 1 )
W = W  P 1  (C0  d K (C1 ))
and so
W = C 00  d K (C1 )
w here C 00 = W  P 1  C0 and so C 00 C1 is the ciphertextcorresponding to
plaintext W . In this fashion w e can replace the initialknow n plaintext
block P 1 w ith ourow n choice W . Thisispotentially very disturbing since
therestofthem essageisunaffected.
As an exam ple ofthe danger ofthis attack, consider again m essa ge
(2) ofthe Needham Schroederprotocol. W e can record m essage (2) ofa
previousrun ofthisprotocolbetw een A and B. In particularw ecan replay
the old m essage (2) after m odifying the initialblock from the o ld (and
know n) valueofthenonce N a w ith thenew oneissued in thecurrentrun
ofthe protocol. Thus, w e can im personate the trusted server S. Now
considerthecontentsofm essage (3) ofthatprotocol:
(3) A ! B : E(Kbs : Kab ; A)
Since A know s the key in m essage (3), he can create a new m essage (3)
w heneverhe likesforany key value he likes. One m ightargue that if A
w ants to m isbehave he can do so m uch m ore sim ply than this butthis
m issesthepoint: B w orkson theassum ption thatthecontentsofm essage
(3) w erecreated by thetrusted server S. Thisisclearly notthecase.
W e have illustrated these attacks using the Needham Schroederpro -
tocolsim ply because itisthe bestknow n and sim ple to understand . The
aboveform sofattack presentproblem sw ith agood num berofproto cols.
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W ehaveillustrated variousform sofcryptoalgorithm dependent ﬂaw s.
Theabovedescription isby no m eansexhaustive. Indeed, otherm o desof
encryption havegiven riseto problem sin im plem ented protocols . In par-
ticular, Propagating CipherBlock Chaining (PCBC) m ode w as show n to
bedeﬁcientand led to theKerberosV.5 protocoladopting CBC m ode (V.4
used PCBC). Criticism softheKerberosprotocolsw ere given by Bellovin
and Merritt[14]. Otheraspectsrelating to CipherBlock Chaining can b e
found in therecentpaperby Bellare etal [13].
4.5 Binding A ttacks
In publickey cryptography the integrity ofthe publickeysisparam ount .
Suppose your public key is Ky and an intruder’s public key is Ki. The
intruder is able to decryptany m essages encrypted w ith Ki. Principals
w ishing to convey inform ation to you secretly w illencryptusi ng w hat
they believe isyourpublickey. Thus, ifthe intrudercan convince o thers
thatyourpublickey is Ki then they w illencryptsecretinform ation using
Ki and thisw illbereadableby theintruder.
Thus, the principalsin charge ofdistributing publickeysm ustensure
thattheabovecannotoccur; there m ustbe a veriﬁablebinding be tw een a
publickey and thecorresponding agent. In som eauthentication pro tocols,
thishasnotbeen achieved. Considerthefollow ing protocol:
(1) C ! AS : C ; S ; N c
(2) AS ! C : AS ; E(Kas  1 : AS ; C ; N c ; Ks)
Here, a prospective client C w antsto com m unicate w ith S and needsthe
publickey of S. The certiﬁcation authority AS isthe repository forprinci-
pals’publickeys. C sendsm essage (1) to requestthe publickey of S. He
includesanonce N c to ensurethefreshnessoftheexpected reply.
AS repliesw ith m essage (2). The principalidentiﬁer AS issentin the
clearto tell C w hich publickey to useto decryptthefollow ing ciphertext.
The com ponents ofthe encrypted partsignify thatthe m essage w as cre-
ated by AS, thatthis m essage has been created in response to a request
from a client C w ith nonce N c and thatthe public key requested is Ks.
How ever, the readerm ay note thatthere isnothing in the encry pted part
ofm essage (2) thatassures the recipientthatthe key is really th e public
key of S. Thisleadsto thefollow ing attack:
(1 : 1) C ! Z (AS) : C ; S ; N c
(2 : 1) Z (C) ! AS : C ; Z ; N c
(2 : 2) AS ! Z (C) : AS ; E(Kas  1 : AS ; C ; N c ; Kz)
(1 : 2) Z (AS) ! C : AS ; E(Kas  1 : AS ; C ; N c ; Kz)
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Here the intruder Z interceptsthe initialm essage from C to AS and sim -
ply replacestheidentiﬁeroftheintended server S w ith hisow n identiﬁer
Z : and sendstheresultto AS asm essage2.1. AS, believing that C hasre-
quested Z ’spublickey, repliesw ith m essage (2.2). Z sim ply allow sthisto
bereceived by C asm essage(1.2). C perform sappropriatedecryptionsand
checksand believesthathe hasreceived the publickey of S. Thisattack
(and asim ilarone) w asidentiﬁed byHw ang and Chen [59]. They suggest
thatthisproblem can besolved by explicitly including theiden tiﬁerofthe
requested server S in m essage (2). Theprotocolthen becom es:
(1) C ! AS : C ; S ; N c
(2) AS ! C : AS ; E(Kas  1 : AS ; C ; N c ; S ; Ks)
Problem sw ith signing afterencryption arose som e tim e ago w it h the
draftCCITT X.509 standard. L’Anson and Mitchell[12]show ed certain
deﬁcienciesin theprotocolsasdid Burrow s, Abadiand Needham [26](se e
6.9.1).
4.6 Encapsulation A ttacks
In a greatm any protocols a principal A m ay arrange fora second prin-
cipal B to encryptsom e data chosen by A. Asa rule such data should be
regarded as’userdata’and carefully considered asavehiclefo rcryptosys-
tem dependentattacks. Asa sim ple exam ple considerthe follow in g key
translation protocoldueto Davisand Sw ick [40]:
(1) B ! A : E(Kbt : A ; m sg )
(2) A ! T : E(Kbt : A ; m sg ) ; B
(3) T ! A : E(Kat : m sg ; B)
In this protocolallparticipants share keys w ith the trusted serv er T .
Theserveractsasinterm ediary. A acceptsm essage(3) asproofthat B sent
them essage m sg to him via T . Thereversalofprincipaland m essagecom -
ponents appearsto be m ade to introduce asym m etry (and hence protec t
againstreﬂections). How ever, if m sg beginsw ith a principalidentiﬁer C
then m essage (3) m ay be passed offasa m essage (1) butoriginated by A
and intended for C. Since B chooses the contents of m sg he can arrange
this. Can w eprotectagainstthisby m eansofsom e integrity chec k? Gen-
erally theansw erw illbeyesbutthisisnotw ithoutitspitfalls . Ifm essages
are ofvariable length then in m any cases, itm ay be possible to em bed a
w holem essage (including CRC check say) in the m sg com ponent. IfCBC
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m ode ofencryption is used then a perfectly form ed encrypted m ess age
could beextracted (thisdependson how initialvectorsarechos en).
Note thatuserdata isvery com m on, typically in the form ofprincipa l
identiﬁers ornonces and the like. Thus ifa plaintextm essage P w ere 3
blocks long (including checks) and anotherm essage had a freel y chosen
nonce N then ifthisnonceis3 orm oreblocksin length then aCBC encap-
sulation attack becom espossible. Sim ilarattacksw illhold w h en astream
cipherisused (buthereitw illgenerally haveto betheinitialse gm entofa
m essage).
4.7 O therForm sofA ttack
The above form sofattack m ay be regarded asrepresentative oft he dan-
gers involved in designing authentication protocols. In gener al, they do
notrequire a greatdealofm athem aticalsophistication to com prehend.
Moresophisticated attacksthattakeadvantageofparticularal gebraicprop-
erties ofthe cryptoalgorithm w hen used in the contextofauthen tication
protocolsaregiven in theexcellentpaperby JudyMoore[85].
In addition, m ore traditionalform sofattack such ascryptanaly siscan
be launched on severalprotocols. Mao and Boyd [80]have recently i n-
vestigated w aysofprotecting againstsuch attacks. PaulKocher’s recent
discovery ofan attack on RSA via tim ing analysis m ightw ellhav e pro-
found and m oregeneralim pact[72].
Aspectsofredundancy have also been addressed by Gong [51]. Pro-
tocolsusing passw ordshavebeen addressed by severalauthors[ 15], [54].
Carlsen [31]hasa category called elem entary ﬂaws w hich isused to group
protocolsw hich arebreakablew ith littleeffortbecausethey providelittle
orno protection. The (unintentionally ﬂaw ed) CCITT X.509 protocoland
the(intentionally ﬂaw ed — itw asintended asaexam pleto highl ightdeﬁ-
cienciesin theuseofBAN logic) Nessettprotocol[89]areincluded in this
category. Itisa m atterofopinion asto w hen aﬂaw isconsidered elem en-
tary and the choice issom ew hatarbitrary. Clark and Jacob have discov-
ered a ﬂaw sim ilarto theCCITT X.509 one in a recently published proto-
col[34]. Anderson and Needham provide introductory accountsofhow
protocols m ay failand provide good advice on how to constructse cure
protocols [10, 11]. Anderson also provides a highly readable and s om e-
w hatdistressing accountofhow m anagem entaspectsasw ellast echnical
aspectscan causesystem sto fail[5].
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4.8 Conclusions
Protocolconstruction m ightseem a sim pletask; protocolsoften c om prise
only afew m essages. Thisis, how ever, clearly deceptiveand th eexam ples
w e have show n above indicate thatthe invention ofsecure proto colsisa
rem arkably subtleaffair.
Thecurrentexplosion in distributed system developm entand netw ork
usage m eansthatthere isa pressing need fora fram ew ork and too lsup-
portfortherigorousdevelopm entand analysisofnew security pro tocols.
Although signiﬁcantadvances have been m ade in recentyears, th ere is
clearly som ew ay to go! AsLow ehasshow n [76]thesam em istakessee m
to bem adetim eaftertim e.
There are, how ever, signsthatthe com m unity isgetting to grips w ith
the m atterathand. There isa gradualrealisation thatitisthe w hole sys-
tem thatis im portantand thata considerable num beroffactors need to
be taken into account. Anderson em phasisesthe m anagem entaspec tsin
banks [5]. Abadiand Needham take a strong practicalengineering ap-
proach providing ten usefulrulesofthum b in theirexcellentgenera lde-
sign guide[1].
The subtlety of som e attacks indicates that a system atic (and aut o-
m ated) approach to analysisisessential. The nextsection indi catessom e
ofthem ethodsand toolsthathavebeen used to date.
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5 Form alM eth od s for A n alysis
In this section w e review the m ajor approaches to the speciﬁcation and
analysis ofauthentication protocols. Severalm ethods have be en tried,
each w ith theirstrengthsand w eaknesses. W eaddressthem as follow s:
 the use ofexisting form alm ethodsto specify and analyse authen ti-
cation protocols;
 theuseoflogicsofknow ledgeand belief;
 theuseofexpertsystem sand algebraicterm -rew riting system s .
This is the classiﬁcation used by Rubin and Honeym an [95]in their re-
view article. Asindicated byRubin and Honeym an, theabovem etho dsas
im plem ented are allindependentofthe cryptographic m echanism used.
Thisisofcourse a strength sincein producing a protocolspeciﬁcatio n w e
m ightnotyetw ish to specify a particularim plem entationalm ech anism .
How ever, italso highlights a gap in the form alsupportforprotoco lde-
velopm ent: toolsupportfortheidentiﬁcation ofcryptosystem depen dent
insecurities.
5.1 ExtantForm alVeriﬁcation System s
Early form alefforts concentrated on the use ofexisting form a lspeciﬁca-
tion and veriﬁcation system s. Thisishardly surprising; a great dealofef-
fortw asexpended by thesecurity com m unity (developers, evaluato rsand
Governm entagencies) to use form alspeciﬁcation and veriﬁcation tech-
niquesform any aspectsofsecurity. Toolsetshad been developed , orw ere
being developed, and usecould bem adeoftheexperiencegained in other
areas.
The ﬁrstsuch attem ptappears to be thatofKem m erer, w ho in 1987
used theIna Jo developm entenvironm entto specify and proveproperti es
ofa cryptographic system [69]. The attem ptw assuccessfuland dem on -
strated thatprooftechnology could be broughtto bear successful ly on
problem s in the ﬁeld. Effectively, security ofthe system is expre ssed as
state invariantsw hich are then show n to be m aintained underc ontrolled
transitions. The w ork w as concerned w ith the correctness ofthe system .
There w as no attem ptto m odel, for exam ple, an active intruder on t he
netw ork.
Boyd and Mao have used the Z speciﬁcation language to specify as-
pectsofa key distribution system s[24]. No proofsare attem pted. The Z
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language hasbeen used in m any areasofsecurity outside ofauthent ica-
tion. W ithin theUK itisoften the language ofchoice forspeciﬁca tion for
Governm entalagencies. Detailsofthese usesare om itted here. Mo re re-
cently, theB notation hasbeen used to specify authentication s ystem s[17].
Thism ethod show ssom eprom iseastoolsupportem erges.
The use ofsuch state-based techniquesseem soflim ited use. There is
little orno attem ptto m odelan attacker(Kem m ererm odelsa passi ve in-
truder, Mao and Boyd m odelnone). There isan im plicitassum ption that
thefunctionality speciﬁed issufﬁcientto m aintain security. W it houtan ex-
plicitstatem entofw hatattacksarepossibleitisim possiblet o seew hether
the speciﬁed operationsactually do m aintain security. Such m ethod sare
prim arily concerned w ith the preservation of correctness ratherthan secu-
rity.
Otherform alspeciﬁcation techniqueshave been used forauthentic a-
tion protocols, e.g. LOTOS has been used to specify the X.509 directory
fram ew ork. Finite-state m achineshavealso been used by severa lauthors
forthespeciﬁcation and analysisofprotocols. Noneoftheseusespr ovides
analyticalsupportforsecurity in thefaceofan activeintruder. Rubin and
Honeym an [95]providessom edetails.
Recentw ork by the Form alSystem s Europe and Program m ing Re-
search Group atOxford [94]hasused veriﬁcation techniquesforproces s
algebrasto analysesecurity protocols. In particularw ork hasbe en carried
outusingCSP. Principalsin theprotocolarespeciﬁed asCSP processesop-
erating in parallel. In addition, a generalattackerisadded t hatcan carry
outactionsthatm ay reasonably beexpected ofan attack (listen ing, faking,
replaying etc.)
An authentic run ofthe protocolisspeciﬁed (the protocolterm inates
w ith successonly ifthem essagesequenceisw hattheprotocolin tended).
The im plem entation ofthe protocolw hich com prises the various pri nci-
palsas agents m ustnow be show n to satisfy the speciﬁcation. The Fai l-
uresDivergencesReﬁnem ent(FDR) toolisused to check possibletraceso f
the im plem entation againstthe speciﬁcation. Roscoe and Gardine rhave
created avariety ofheuristicsto prunedow n thesearch spaceto m akethe
m odelchecking feasible.
The results have been very prom ising (subtle and hitherto unknow n
protocolﬂaw s have been discovered using the approach). Forexam ple ,
17 yearsafteritspublication a ﬂaw w asfound in theNeedham Schroed er
PublicKey protocolby Low eusing theFDR tool[75]. Seealso [77]. Roscoe
and Gardinerprovide an accountofthe initialresultsoftheirre search in
[94]. Theextension ofthew ork to handlealgebraicelem entsisal so avail-
able[47][48]. A particularly pleasing partofthew ork isthew illin gnessto
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investigatetheoperation ofprotocolsundertherelaxation of trustin prin-
cipals(orthew eakening ofassum ptions). Furtherw ork on theuseofCSP
to capture and verify security propertieshasbeen carried outby Sch nei-
der[97]. An overview oftheCSP approach to authentication protocolsi s
given by Ryan [96].
5.2 TheU se ofLogics
Logicshave seen w idespread use in the analysisofauthenticatio n proto-
cols. Thelogicsused havebeen principally oftw o types:
 epistem ic logics(thatis, logicsofknow ledge);
 doxastic logics(thatis, logicsofbelief).
Traditionally, issuesoftrusthave been dealtw ith using belie flogicsand
issuesofsecurity havebeen dealtw ith using know ledgelogics. Sy verson
[107]providesagood overview ofhow logicscan beused fortheanal ysis
ofauthentication protocols. Heindicatesthatitispossibleto reason about
both trustand security using eitherapproach butthatin practice he has
found thatepistem iclogicsare m ore efﬁcient. The greatestam oun tofef-
forthasbeen expended in the use ofbelieflogicsand itisto thi sthatw e
turn ourattention ﬁrst.
5.2.1 BA N Logic
In 1989, Burrow s, Abadiand Needham published w hatis probably the
m ostinﬂuentialdocum entin authentication literature[26]. They pr ovided
alogic(referred to universally as BAN logic ) to describethebeliefsofprin-
cipalsinvolved in aprotocol. Thesetofbeliefsheld by aprincipa lchanges
ashe receivesprotocolm essages. The authorsprovide a setofinf erence
rulesthatdeﬁnehow thesetofbeliefschanges. Thus, given an ini tialsetof
beliefsthelogicallow stheanalystto determ inew hattheﬁna lbeliefstate
is.
BAN logic has a specialplace in authentication history; itreprese nts
the ﬁrstattem ptto provide a form allanguage to describe w hatthe as-
sum ptions ofaprotocolareand also w hatthe goals are. In general, protocol
descriptionshave generally stated what the principalsshould do and not
w hatthey w eretrying to achieve .
The logichasstim ulated a greatdealofcontroversy. Nessett[89] pro-
videsan exam ple ofa clearly insecure protocolw hich isneverth elessac-
cepted assecureby theBAN logic. Effectively, ashared key K isencrypted
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undera private key and broadcastto the netw ork. Since the corre spond-
ing public key is generally know n, the m essage can be decrypted b y all
to obtain the secretshared key. In their rejoinder [27]the BAN auth ors
pointoutthattheirlogic dealtw ith trust and notconﬁdentiality, stating
thatthe obvious publication ofthe shared key in the indicated m anner
contradicted abeliefin itssuitability foruse.
Thisw ould appearcorrect, butthesituation isstillratherunsatis fying.
Additionalproblem shave been identiﬁed. Snekkenes[102]show ed tha t
perm utationsofprotocolstepslefttheresultsunaffected.
Itispossible thata principalm ay decryptsom erandom textto obtai n
som e putative ”form ula” using som e key thathe holds. Forthe decry p-
tion to succeed the resultofdecryption m ustbe m eaningful in som e w ay.
Gong, Needham and Yahalom [55]introducethenotion ofrecognisab ility
in theirlogic(generalreferred to asGNY) to caterforthis. Also , the orig-
inalBAN logic assum esthatthere issufﬁcientredundancy in a m essag e
fora principalto detecta m essage he him selforiginated (thus re ﬂection
attacksareassum ed to becatered foroutsideofBAN analysis). GNY lo gic
m akes origination explicit. GNY allow s preconditions to be atta ched to
rules to achieve differentlevels ofbelief. Thus, differentle vels oftrust
are allow ed by the logic. MostBAN w ork concentrateson the analysis of
protocols. W hen used fordevelopm ent, problem sm ay arisebecause com -
pletely infeasibleprotocolsm ay bespeciﬁed thatnevertheless achievethe
desired goalsaccording to the protocol(e.g. by specifying thatpr incipals
send m essages thatcontain inform ation they sim ply do nothav e). This
isdealtw ith by Gong [52]w hose extended logic requiresthatprinc ipals
m akeuseonly ofinform ation thatislegitim ately availablet o them .
Boyd and Mao [24]provide m any criticism s ofBAN logic (and other
descendants): the form alisation approach is som ew hatvague; it allow s
beliefs thatm ay legitim ately be regarded asnonsensical(e.g . beliefin a
nonce) and them ethod ofdeterm iningassum ptionsisad hoc. Inst ead they
provide a language for describing protocols and a partially m ech anised
approach to idealisation. As pointed outby Rubin and Honeym an [95]
there isstillinform aljudgem entatw ork in the idealisation pr ocess. The
reasoning process is backw ards (rather than forw ards as in BAN lo gic),
thusthe reasoning proceedsfrom the desired conclusion to deri ve initial
beliefs.
Therehavebeen otherbelief-logicapproaches. Boyd and Mao havein -
troduced anon-m onotoniclogicofbelief(i.e. onew hich allow spr eviously
held beliefsto be revoked) [24]. Cam pbell etal [30]introduce the notion
ofuncertainty into BAN by assigning probabilitiesto assum ptionsa nd to
rulesofinference. Thisallow sconclusionsdraw n to be treated asuncer-
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tain. Linearprogram m ing m ethodsareused to determ inethepreci se
boundsofprobabilities.
Kesslerand W edelm odify BAN to allow theincorporation ofplainte xt
m essages[71]. Thisw idensthescope ofw hatcan beanalysed. They a lso
replacethenonce-veriﬁcation ruleofBAN w ith a”hasrecently said ”rule.
A recipientofa m essage no longerbelievesthatthe senderofa m essage
believes the contents, ratherhe now justdeduces thatthe send ersentit
recently. A rule isintroduced to allow a principalto try keysthat he has
(orcan generate) w ithoutactually believing thatthekey isappro priatefor
the m essage in question. Kesslerand W edel’sm ostim portantsugg estion
is the incorporation ofa passive eavesdropper into the system . By the
determ ination (by closure) ofinform ation available to such an intruder,
certain typesofconﬁdentiality breachescan bedetected (e.g. t hetheNes-
settﬂaw ). Theauthorsprovidean exam pleofBAN’sinability to dealw i th
aparallelsession attack. Recentw ork by Boyd and Mao hasindicat ed that
careneedstobetaken w hen cleartextisom itted [23]butOorschot disputes
theview sthey take[120].
Overall, BANhasproved ofsubstantialuse. Itoften seem slikeam arke d
im provem enton itssuccessorsw hich haveadded conceptualapparat usto
dealw ith itsperceived deﬁcienciesattheexpenseofconsidera bleincrease
in com plexity. This is indeed the view ofRogerNeedham (com m entin g
on GNY logic). Kesslerand W edelnote thatBAN extensions tend to be
extensionsto theoriginalBAN logic, notto itssuccessors. BAN lo gichas
unearthed m any protocolﬂaw sand providesa very cost-effective m eans
ofdetecting (som e) ﬂaw s. In term sofvalue form oney ithasm uch to be
said forit. The rule w ould appearto be ”Try BAN ﬁrst; itdoesn’tcosta
greatdealand itoften producesresults.” Them ethod isclearly notw ith-
outitsdifﬁculties; itshould be regarded asa usefultool. BAN logicde als
w ith w ith thebeliefsoftrustw orthy principals; itdoesnotdea lw ith conﬁ-
dentiality. Since conﬁdentiality isessentialto m aintainin g authentication
otherm ethodsw illneed to bebroughtto bearforsystem securit y.
An im portantaspectofthe BAN approach isthatitforcesthe analyst
to bepreciseaboutw hatthegoalsand assum ptionsofa protocolact ually
are. Itisoften very difﬁcultto determ inethesefrom m any speciﬁc ations.
5.2.2 O therLogics
Generalpurpose logics (or adapted form s) have also been em ployed in
theservicesofauthentication. Bieber[16]providesa quantiﬁed exte nsion
called CKT5 ofthe m odallogicKT5 (togetherw ith send and receive op-
erators) and usesitto couch and proveauthentication properties. Carlsen
41
[32]indicates how various deﬁciencies ofthe standard notation can be
overcom e by providing rulesfora standard protocolspeciﬁcation into a
CKT5 logic speciﬁcation. Snekkenes has show n thatthe sortofanaly sis
carried outin the Bieberm ethod is insufﬁcientto detect m ulti-roleﬂaws ,
i.e. w here a principaldoesnotrestricthim selfto playing justone agent.
Healso suggestshow to extend Bieber’sapproach to cope w ith theprob -
lem . Snekkenesnotesin hisdoctoraldissertation thatprincipa loperation
is couched in rather com plex form ulae. Snekkenes has also carrie d out
signiﬁcantw ork thatusestheHOL (HigherOrderLogic) speciﬁcation lan -
guage and toolsupportto specify and prove properties aboutprotocols
[104].
5.3 ExpertSystem sand A lgebraicRew riting System s
Therehavebeen a few notableattem ptsto provideautom ated analy sisof
protocolsviasearch techniques. Early w ork byMillen etal led tothedevel-
opm entofthe Interrogatortool[84]. Theuserguideprovidesan updated
accountofthetoolsfacilities[83]. Protocolsarespeciﬁed in apro log-based
syntax. Know ledge ofthe variousprincipalsisbuiltup and recorde d as
the protocolprogresses. The tool, w ith guidance from the user, ca n be
used to investigate w ays in w hich states can be reached w here s ecurity
iscom prom ised, i.e. startfrom an insecure state and attem ptto s ee how
you could have gotthere. The toolappearsusable and hasbeen used to
ﬁnd ﬂaw s in protocols. Itis one ofthe tools included in a com parati ve
study ofthree system s[70]. The com m entsthere indicate thatthe toolat
presenthasproblem s in discovering ﬂaw sin w hich a principaltak eson
m orethan onerole (ifso thisisaw eaknessshared w ith othersy stem s, see
[103]). Also thepapernotes
Thereare, in general, m any differentw aysto specify the sam e
protocol, w hich are ”correct” in som e sense. Yetthey lead to
differentrunning tim es, and som e m ay excludepossiblepene-
trations.
Search-path pruningheuristicsm aylead tosom epenetrationsbeing m issed.
Snekkenes[104]pointsoutthatthe Interrogatordoesnotallow the i den-
tiﬁcation ofguess-based attacks. BAN logicdoesnotaddressthese either.
As faras w e are aw are the Interrogator has notdiscovered any ne w at-
tacks.
Meadow shasdeveloped an analysistoolbased on term rew riting (the
NRL ProtocolAnalyser). Thespeciﬁcation languageisagain prolog-base d
42
and fairly easy to follow . Principalspossessbeliefsand also k now various
w ordsw hich m akeup m essages. Receiptofa m essagecausesthestate of
the system to change. W ords and beliefs held by a principaloccur as a
resultofreceiving m essages. Variousrew rite rulesarespeciﬁed a spartof
theprotocol(e.g. theresultofencrypting and then decrypting som eplain
textw ith the sam e key produceste originalplaintext). The toolatte m pts
to ﬁnd scenariosto reach an insecure state. The toollookstechni cally ef-
fective butRubin and Honeym an [95]reportthatthese typesoftoolsa re
ratherdifﬁcultto use by designers. Interestingly, the toolfail ed to ﬁnd a
ﬂaw in the TMN protocoldue to the w ay in w hich the properties ofthe
RSA algorithm had been couched [70]. Theanalysisprocessisnotenti rely
autom ated; lem m asforthetoolto provem ustbegenerated by theus er.
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6 A L ib rary of P rotocols
6.1 Sym m etricK ey ProtocolsW ithoutTrusted Third Party
6.1.1 ISO Sym m etricK ey O ne-PassU nilateralA uthentication Prot ocol
Thisprotocol[62]consists ofa single m essage from one principal A to a
second B. A secretkey Kab is assum ed to be shared betw een these tw o
principals.
(1) A ! B : Text2 ; E(Kab : [Ta j N a]; B ; Text1)
Theuseofthetextﬁeldsisapplication speciﬁc. Thereisachoicebetw een a
sequencenum berNaand atim estam p Taw hich ’dependson thetechni cal
capabilitiesoftheclaim antand theveriﬁerasw ellastheenvi ronm ent.’
6.1.2 ISO Sym m etricK ey Tw o-PassU nilateralA uthentication Prot ocol
In this protocolthe claim ant A is authenticated by the veriﬁer B by the
m eansofchallenge-response. Theprotocolisfairly fam iliar:
(1) B ! A : Rb ; Text1
(2) A ! B : Text3 ; E(Kab : Rb ; B ; Text2)
Here Rb isarandom num ber. On receiving m essage(2) B decryptstheen-
crypted com ponentand checksforthe presence ofboth B and Rb issued
in m essage (1). Atthe end ofthe protocol B m ay conclude that A isop-
erational(oratleastw asthe originatorofm essage (2) afterhe (B) issued
m essage (1)).
6.1.3 ISO Sym m etricK ey Tw o-PassM utualA uthentication
This protocolallow s each com m unicating principalto establish t hatthe
otherisoperational. Again, a secretkey isassum ed to beshared b etw een
A and B.
(1) A ! B : Text2 ; E(Kab : [Ta j N a]; B ; Text1)
(2) B ! A : Text4 ; E(Kab : [Tb j N b]; A ; Text3)
Thisprotocolisin facttw o independentusesofthe one-passauthent ica-
tion protocol(see 6.1.1). Use ofthe textﬁelds is suggested as a w ay of
binding thetw o m essages.
Again, the use ofsequence num bers or tim estam ps ’depends on the
technicalcapabilitiesofthe claim antand the veriﬁerasw ell asthe envi-
ronm ent.’
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6.1.4 ISO Sym m etricK ey Three-PassM utualA uthentication
Herem utualauthentication isachieved by theuseofrandom num bers Ra
and Rb.
(1) B ! A : Rb ; Text1
(2) A ! B : Text3 ; E(Kab : Ra ; Rb ; B ; Text2)
(2) B ! A : Text5 ; E(Kab : Rb ; Ra ; Text4)
On receiving m essage (2) B checksforthepresenceofboth B and Rb sent
in m essage (1). On receiving m essage (3) A checksboth Rb and Ra arethe
onessentin m essage (1) and (2) respectively.
6.1.5 U sing N on-Reversible Functions
In thisprotocol, theresponding principalistrusted to generatea new ses-
sion key K . On receiving m essage (2) B decrypts and then checks that
the correctvalue of f(Rb) hasbeen sent. He form sa one-w ay hash value
ofthe othernonce Ra and encryptsitunderthe new ly distributed key K
and sendsthe resultto A, w ho sim ilarly decryptsand checksthe value is
correct.
(1) B ! A : B ; Rb
(2) A ! B : A ; E(Kab : f(Rb) ; Ra ; A ; K )
(3) B ! A : B ; E(K : f(Ra))
6.1.6 A ndrew SecureRPC Protocol
Thisprotocolhasbeen show n to be ﬂaw ed. Itisintended to distri bute a
new session key betw een tw o principals A and B. In theﬁnalm essage (4)
thenonce N 0 b isahandshakenum berto beused in futurem essages.
(1) A ! B : A ; E(Kab : N a)
(2) B ! A : E(Kab : N a + 1 ; N b)
(3) A ! B : E(Kab : N b + 1)
(4) B ! A : E(Kab : K 0 ab ; N 0 b)
The problem w ith thisprotocolisthatthere isnothing in m essag e (4)
that A know sto be fresh. An intrudercan sim ply replay thism essage at
a laterdateto get A to acceptitastheﬁnalm essageofa protocolrun (i.e.
replacetheﬁnalm essagesentby B). Thereisalso aparallelsession attack.
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6.2 A uthentication U sing CryptographicCheck Functions
AllISO protocols in this section can be found in Part4 ofthe ISO 9798
Standard [64]. Thekeyed function fK ab (X ) returnsa hashed valuefordata
X in am annerdeterm ined by thekey Kab .
6.2.1 ISO O ne-PassU nilateralA uthentication w ith CCFs
(1) A ! B : [Ta j N a]; B ; Text2 ; fK ab ([Ta j N a]; B ; Text1)
6.2.2 ISO Tw o-PassU nilateralA uthentication w ith CCFs
(1) B ! A : Rb ; Text1
(2) A ! B : Text3 ; fK ab (Rb ; B ; Text2)
6.2.3 ISO Tw o-PassM utualA uthentication w ith CCFs
(1) A ! B : [Ta j N a]; Text2 ; fK ab ([Ta j N a]; B ; Text1)
(2) B ! A : [Tb j N b]; Text4 ; fK ab ([Tb j N b]; A ; Text3)
Thisprotocolistw o independentusesofthesinglepassunilateral authen-
tication protocol.
6.2.4 ISO Three-PassM utualA uthentication w ith CCFs
(1) B ! A : Rb ; Text1
(2) A ! B : Ra ; Text3 ; fK ab (Ra ; Rb ; B ; Text2)
(3) B ! A : Text5 ; fK ab (Ra ; Ra ; Text4)
6.3 Sym m etricK ey ProtocolsInvolving Trusted Third Par-
ties
6.3.1 N eedham SchroederProtocolw ith ConventionalK eys
Thisisthe m ostcelebrated (orbest-know n) ofallSecurity Protoco ls. The
originalpresentation isgiven in [87](w hereitform s protocol1 ). Them ore
usualnotationalconventionsareadopted here.
(1) A ! S : A ; B ; N a
(2) S ! A : E(Kas : N a ; B ; Kab ; E(Kbs : Kab ; A))
(3) A ! B : E(Kbs : Kab ; A)
(4) B ! A : E(Kab : N b)
(5) A ! B : E(Kab : N b  1)
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Them ostfam ousattack isbyDenning and Sacco [42]. Thereisanother
potentialw eaknessw hich dependson thenatureoftheassum ptions m ade
aboutcryptographicsupport.
The m ain problem w ith thisprotocolisthat B hasno w ay ofensuring
thatthem essage (3) isfresh. An intrudercan com prom ise a key and t hen
replay the appropriate m essage (3) to B and then com plete the protocol.
Also, A could (should heso w ish) also spoofm essage(3) in thesam ew ay
(causing a stalekey to bereaccepted by B).
Ifa stream cipheris used then the difference betw een the ciphert exts
in (4) and (5) isvery sm all(one bit) and thisallow sa sim ple attack t o be
launched. Thereaderisreferred to [21]. Seealso section 4.4.1.
6.3.2 D enning Sacco Protocol
Denning and Sacco suggested ﬁxing the freshness ﬂaw in the Needham
Schroederprotocolabovebytheuseoftim estam ps. Theprotocolbeco m es:
(1) A ! S : A ; B
(2) S ! A : E(Kas : B ; Kab ; T ; E(Kbs : A ; Kab ; T ))
(3) A ! B : E(Kbs : A ; Kab ; T )
T isa tim estam p. B can check fortim elinessofm essage (3) (allow ing for
clock driftand netw ork delays). There is now no need forthe ext ra ex-
changebetw een A and B oftheNeedham -Schroederprotocol.
6.3.3 O tw ay-ReesProtocol
TheOtw ay-ReesProtocol[91]isaw ell-know n protocolthathasbeen sh ow n
to beﬂaw ed. Thenotation oftheoriginaldiffersfrom com m on us ageand
so theform presented hereisthatgiven in [26].
(1) A ! B : M ; A ; B ; E(Kas : N a ; M ; A ; B)
(2) B ! S : M ; A ; B ; E(Kas : N a ; M ; A ; B) ; E(Kbs : N b ; M ; A ; B)
(3) S ! B : M ; E(Kas : N a ; Kab ) ; E(Kbs : N b ; Kab )
(4) B ! A : M ; E(Kas : N a ; Kab )
In theabove M isanonce(arun identiﬁer). In m essage(1) A sendsto B the
plaintext M ; A ; B and an encrypted m essagereadableonly by theserver S
ofthe form show n. B forw ardsthe m essage to S togetherw ith a sim ilar
encrypted com ponent. The server S decrypts the m essage com ponents
and checksthatthecom ponents M ; A ; B arethesam ein both m essages. If
so, then itgeneratesakey Kab and sendsm essage(3) to B w hich forw ards
partofthem essageto A. A and B w illusethekey Kab only ifthem essage
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com ponentsgenerated by the server S contain the correctnonces N a and
N b respectively.
An attack on theprotocolisgiven below :
(1) A ! Z (B) : M ; A ; B ; E(Kas : N a ; M ; A ; B)
(4) Z (B) ! A : M ; E(Kas : N a ; M ; A ; B)
In thisattack principal A isfooled into believing thatthe triple M ; A ; B is
in factthe new key. Thistriple isofcourse publicknow ledge. Thisi san
exam pleofa typeﬂaw . Ofcourse, itisalso possible to w aituntilm essage
(2) oftheoriginalprotocolhasbeen sentand then reﬂectappropria tecom -
ponentsback to both A and B and then m onitortheconversation betw een
them .
6.3.4 A m ended N eedham SchroederProtocol
In 1987 Needham and Schroeder[88]suggested aﬁx to theoriginalNeed-
ham SchroederProtocol. Thisisgiven below .
(1) A ! B : A
(2) B ! A : E(Kbs : A ; N b 0 )
(3) A ! S : A ; B ; N a ; E(Kbs : A ; N b 0 )
(4) S ! A : E(Kas : N a ; B ; Kab ; E(Kbs : Kab ; N b 0 ; A))
(5) A ! B : E(Kbs : Kab ; N b 0 ; A)
(6) B ! A : E(Kab : N b)
(7) A ! B : E(Kab : N b  1)
The protocolis thoughtto be secure (there w ould appear to be a cryp-
tographic im plem entation dependentﬂaw ; nam ely the bitﬂipping ﬂ aw
described by Boyd [21]).
6.3.5 W ideM outhed Frog Protocol
Thefollow ing protocolisgiven in [26]. Itisdueto Burrow s.
(1) A ! S : A ; E(Kas : Ta ; B ; Kab )
(2) S ! B : E(Kbs : Ts ; A ; Kab )
A is trusted to generate a session key Kab . On receiving m essage (1) S
checksw hetherthe tim estam p Ta is"tim ely" and, ifso, forw ardsthe key
to B w ith itsow n tim estam p Ts. B checksw hetherthe m essage (2) hasa
tim estam p thatislaterthan any otherm essageithasreceive d from S. The
protocolisﬂaw ed (possibly in severalw ays).
48
The ﬁrstw ay itcan be attacked is by sim ply replaying the ﬁrstm es-
sagew ithin an appropriatetim ew indow - thisw illcausere-authent ication
since S w illproduce a new second m essage w ith an updated tim estam p.
The second m ethod ofattack allow sone session to be recorded a nd then
theattackercontinuously uses S asan oracleuntilhew antsto bring about
re-authentication betw een A and B.
( 1 ) A ! S : A ; E(Kas : Ta ; B ; Kab )
( 2 ) S ! B : E(Kbs : Ts ; A ; Kab )
(1 0 ) Z (B) ! S : B ; E(Kbs : Ts ; A ; Kab )
(2 0 ) S ! Z (A) : E(Kas : T 0 s; B ; Kab )
(1 0 0 ) Z (A) ! S : A ; E(Kas : T 0 s; B ; Kab )
(2 0 0 ) S ! Z (B) : E(Kbs : T 0 0 s; A ; Kab )
and now Z isin a position to replay appropriatem essagesto A and B
(1) A ! Z (S) : E(Kas : T 0 s; B ; Kab )
(2) Z (S) ! B : E(Kbs : T 0 0 s; A ; Kab )
Theabovehasbeen discovered independently by severalauthors .
6.3.6 Yahalom
The Yahalom protocolisgiven below . Ithasbeen show n to be ﬂaw ed by
severalauthors. There are also som e attacksbased on assum ption sabout
cryptographicim plem entation w hich w erenoticed by Clark and Jac ob
(m any protocolsareequally susceptible).
(1) A ! B : A ; N a
(2) B ! S : B ; E(Kbs : A ; N a ; N b)
(3) S ! A : E(Kas : B ; Kab ; N a ; N b) ; E(Kbs : A ; Kab )
(4) A ! B : E(Kbs : A ; Kab ) ; E(Kab : N b)
Oneattack on theYahalom protocolisgiven below :
(1) Z (A) ! B : A ; N a
(2) B ! Z (S) : B ; E(Kbs : A ; N a ; N b)
(3) ! : O m itted
(4) Z (A) ! B : E(Kbs : A ; N a ; N b) ; E(N a ; N b : N b)
Otherattackscan bem ounted on theprotocol. Attackson am odiﬁed f orm
ofthisprotocolcan befound in [108].
49
6.3.7 Carlsen’sSecretK ey InitiatorProtocol
Thisprotocolisfairly self-explanatory and m ay befound in [33].
(1) A ! B : A ; N a
(2) B ! S : A ; N a ; B ; N b
(3) S ! B : E(Kbs : Kab ; N b ; A) ; E(Kas : N a ; B ; Kab )
(4) B ! A : E(Kas : N a ; B ; Kab ) ; E(Kab : N a) ; N 0 b
(5) A ! B : E(Kab : N 0 b)
6.3.8 ISO Four-PassA uthentication Protocol
(1) A ! B : TV Pa ; B ; Text1
(2) S ! A : Text4 ; E(Kas : TV Pa ; Kab ; B ; Text3) ;E(Kbs : [Tsj N s]; Kab ; A ; Text2)
(3) A ! B : Text6 ; E(Kbs : [Tsj N s]; Kab ; A ; Text2) ;E(Kab : [Ta j N a]; B ; Text5)
(4) B ! A : Text8 ; E(Kab : [Tb j N b]; A ; Text7)
6.3.9 ISO Five-PassA uthentication Protocol
(1) A ! B : Ra ; Text1
(2) B ! S : R 0 b; Ra ; A ; Text2
(3) S ! B : Text5 ; E(Kbs : R 0 b; Kab ; A ; Text4) ; E(Kas : Ra ; Kab ; B ; Text3)
(4) B ! A : Text7 ; E(Kas : Ra ; Kab ; B ; Text3) ; E(Kab : Rb ; Ra ; Text6)
(5) A ! B : Text9 ; E(Kab : Ra ; Rb ; Text8)
6.3.10 W oo and Lam A uthentication Protocols
Thefollow ingseriesofone-w ay authentication protocolsaresi m ilar. Som e
are know n to be incorrect. The published accountsofthese protoco lsare
given in [117]. W oo and Lam statethataprotocoliscorrectif
"w henevera responderﬁnishesexecution ofthe protocol, the
initiatorofthe protocolis in factthe principalclaim ed in the
initialm essage".
W oo and Lam startw ith a protocol ? f and progressively sim plify itto
? . The ﬁnalsim pliﬁcation leadsto a ﬂaw ed protocol. Note: in their1994
paper[117]W oo and Lam statethatthey assum ethatprincipalscan det ect
thereplay ofm essagesthey havecreated.
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Theprotocol ? f .
(1) A ! B : A
(2) B ! A : N b
(3) A ! B : E(Kas : A ; B ; N b)
(4) B ! S : E(Kbs : A ; B ; N b ; E(Kas : A ; B ; N b))
(5) S ! B : E(Kbs : A ; B ; N b)
Theprotocol ? 1 .
(1) A ! B : A
(2) B ! A : N b
(3) A ! B : E(Kas : A ; B ; N b)
(4) B ! S : E(Kbs : A ; B ; E(Kas : A ; B ; N b))
(5) S ! B : E(Kbs : A ; B ; N b)
Theprotocol ? 2 .
(1) A ! B : A
(2) B ! A : N b
(3) A ! B : E(Kas : A ; N b)
(4) B ! S : E(Kbs : A ; E(Kas : A ; N b))
(5) S ! B : E(Kbs : A ; N b)
Theprotocol ? 3 .
(1) A ! B : A
(2) B ! A : N b
(3) A ! B : E(Kas : N b)
(4) B ! S : E(Kbs : A ; E(Kas : N b))
(5) S ! B : E(Kbs : A ; N b)
Theprotocol ? .
(1) A ! B : A
(2) B ! A : N b
(3) A ! B : E(Kas : N b)
(4) B ! S : E(Kbs : A ; E(Kas : N b))
(5) S ! B : E(Kbs : N b)
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Theprotocol ? can beattacked asfollow s:
(1 ) Z (A) ! B : A
(2 ) B ! Z (A) : N b
(3 ) Z (A) ! B : G
(4 ) B ! Z (S) : E(Kbs : A ; G )
(1 0 ) B ! Z (R ) : B
(2 0 ) Z (R ) ! B : Z ; E(Kzs : N b)
(3 0 ) B ! Z (R ) : E(Kbs : Z ; E(Kzs : N b))
(4 0 ) Z (B) ! S : E(Kbs : Z ; E(Kzs : N b))
(5 0 ) S ! Z (B) : E(Kbs : N b)
(5 ) Z (S) ! B : E(Kbs : N b)
Here Z w aitsfor B to startup aprotocolrun at(1’) w ith som eprincipal
R to com pletetheattack.
Alternatively itm ay beattacked asfollow s:
(1 ) Z (A) ! B : A
(1 0 ) Z ! B : Z
(2 ) B ! Z (A) : N a
(2 0 ) B ! Z : N z
(3 ) Z (A) ! B : G
(3 0 ) Z ! B : E(Kzs : N a)
(4 ) B ! S : E(Kbs : A ; G )
(4 0 ) B ! S : E(Kbs : Z ; E(Kzs : N a))
(5 0 )
(5 ) S ! B : E(Kbs : N a)
These protocolattacksare indeed given in [117]. How ever, the pro to-
cols w ould appearto be subjectto som e straightforw ard replay att acks.
Forexam ple, in ? 3
(1) Z (A) ! B : A
(2) B ! Z (A) : N b
(3) Z (A) ! B : N b
(4) B ! Z (S) : E(Kbs : A ; N b)
(5) Z (S) ! B : E(Kbs : A ; N b)
Sim ilarattacksm ay bem ounted against ? 1 and ? 2 etc. asstated above
W oo and Lam assum eexplicitly thatprincipalscan detectreplaysof m es-
sages they have created. Even ifthis w ere so (and w e w ould prefert he
m echanism to bepartoftheprotocol, apointraised also by Low e[76] ) the
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security ofthe protocolw ould stilldepend on the propertiesofthe cryp-
tosystem used. Thus, W oo and Lam note that ? isnotsusceptible to the
above form ofattack. Thisisnotnecessarily the case. Ifw e ass um e that
thesym m etriccipheriscom m utativethen w ecan carry outthefol low ing
attack:
( 1 ) B ! Z : B
(2 : 1) Z (A) ! B : A
(2 : 2) B ! Z (A) : N
(1 : 2) Z ! B : E(N : Kzs )
(1 : 3) B ! Z : E(E(N : Kzs ) : Kbs )
(2 : 5) Z (S) ! B : E(N : Kbs )
6.3.11 W oo and Lam M utualA uthentication protocol
Here is a protocoldue to W oo and Lam [117]thatcom bines m utualau-
thentication and key distribution.
(1) P ! Q : P; N 1
(2) Q ! P : Q ; N 2
(3) P ! Q : E(Kps : P; Q ; N 1 ; N 2)
(4) Q ! S : E(Kps : P; Q ; N 1 ; N 2) ; E(Kqs : P; Q ; N 1 ; N 2)
(5) S ! Q : E(Kps : Q ; N 1 ; N 2 ; Kpq ) ; E(Kqs : P; N 1 ; N 2 ; Kpq )
(6) Q ! P : E(Kps : Q ; N 1 ; N 2 ; Kpq ) ; E(Kpq : N 1 ; N 2)
(7) P ! Q : E(Kpq : N 2)
There isa novelattack on thisprotocoldue to Clark, Jacob and Ryan
[37]. Effectively, the principal Q can launch a parallelsession attack that
causes P to acceptasnew a previously issued key. The attack consistsof
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thefollow ing steps:
(1 : 1) P ! Q : P; N 1
(2 : 1) Q ! P : Q ; N 1
(2 : 2) P ! Q : P; N 2
(1 : 2) Q ! P : Q ; N 2
(1 : 3) P ! Q : E(Kps : P; Q ; N 1 ; N 2)
(1 : 4) Q ! S : E(Kps : P; Q ; N 1 ; N 2) ; E(Kqs : P; Q ; N 1 ; N 2)
(1 : 5) S ! Q : E(Kps : Q ; N 1 ; N 2 ; Kpq ) ; E(Kqs : P; N 1 ; N 2 ; Kpq )
(1 : 6) Q ! P : E(Kps : Q ; N 1 ; N 2 ; Kpq ) ; E(Kpq : N 1 ; N 2)
(1 : 7) P ! Q : E(Kpq : N 2)
(2 : 3) Q ! P : E(Kqs : Q ; P; N 1 ; N 2)
(2 : 4) P ! Q (S) : E(Kqs : Q ; P; N 1 ; N 2) ; E(Kps : Q ; P; N 1 ; N 2)
(2 : 5) Q (S) ! P : E(Kqs : P; N 1 ; N 2 ; Kpq ) ; E(Kps : Q ; N 1 ; N 2 ; Kpq )
(2 : 6) P ! Q : E(Kqs : P; N 1 ; N 2 ; Kpq ) ; E(Kpq : N 1 ; N 2)
(2 : 7) Q ! P : E(Kpq : N 2)
Q launchesa parallelsession in response to P initiating the protocoland
usesthesam enonce in m essage (2.1). Hew aitsfor P 0 s reply N 2 and then
usesthatashisresponsein theﬁrstprotocol. Theﬁrstprotocolthen com -
pletes as norm al. The second protocolproceeds w ith Q intercepting all
com m unicationsintended for S and replaying thecom ponentsofm essage
(1.5) back asthose ofm essage (2.5) (w ith orderreversed) to cause P to re-
acceptthe key. This is recorded in [37]. The above is nota particular ly
strong attack butindicatesclearly thatthe protocoldoesnot provide the
authenticity guaranteesthatitshould.
Low e hasrecently found a m ore viciousattack based on the sam e no -
tion ofm essagecom ponentsym m etry [76].
6.4 Signaturesw ith ConventionalK ey Encryption
6.4.1 N eedham -SchroederSignatureProtocol
This protocolcom es from the classic paper [87](w here itis Protocol3 ).
Principal A w antsto send a m essageto B and guaranteeitsorigin and in-
tegrity. Firstheform sacharacteristicvalue(digest) CS ofthem essage(us-
ing a suitable one-w ay function). Hethen sendsthisto thetrusted s erver
S in m essage (1). S, w ho also holds the key Kas is able to recover the
digest CS and form an authenticator(including the claim ed sender) to be
sentto A. Note Kss isa key know n only to the server S. A can then send
the m essage and itsauthenticatorto B w ho subsequently asksforthe au-
thenticatorinform ation to be m ade visible to him . He then cal culatesthe
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digestofthem essage received and checksthe resultagainstthe CS value
returned to him by S.
(1) A ! S : A ; E(Kas : CS)
(2) S ! A : E(Kss : A ; CS)
(3) A ! B : M essage ; E(Kss : A ; CS)
(4) B ! S : B ; E(Kss : A ; CS)
(5) S ! B : E(Kbs : A ; CS)
6.5 Sym m etricK ey Repeated A uthentication protocols
6.5.1 K erberosVersion 5
Thisprotocolisin threepartseach ofw hich isnow explained. Thepr otocol
involvesauser U and fourcom puterprincipals: aclient C; aserver S w ith
w hom C w ishes to com m unicate; and tw o trusted servers G and A. G
isknow n asa TicketGrantingServer and provideskeysforcom m unication
betw een clientssuch as C and and serverssuch as S. A isknow n asthe Key
Distribution Centre and provideskeysforcom m unication betw een clients
such as C and ticketgranting serverssuch as G . Thefullprotocolhasthree
parts each consisting oftw o m essages betw een the client C and each of
the servers in turn as show n in ﬁgure 10. In the protocoldescriptions
thatfollow shared secretkeysarew ritten w ith subscriptsoft heprincipals
w ho share (orw ho w illshare) them . Thus, Kcg denotesthekey forsecure
com m unication betw een C and G . W e use Ku to denote the key used to
encryptcom m unications betw een A and C on behalfofthe user U . Itis
a key obtained by hashing U 0 s passw ord. A storesthispassw ord, C w ill
requestitfrom U .
Theﬁrstpartoftheprotocolconcernsonly C and A.
(1) C ! A : U ; G ; L1 ; N 1
(2) A ! C : U ; Tcg ; E(Ku : G ; Kcg ; Tstart ; Texpire ; N 1)
w here
Tcg = E(Kag : U ; C ; G ; Kcg ; Tstart ; Texpire )
In m essage (1) the client C inform sthe key distribution centre A that
he w ishes to com m unicate on behalfofuser U w ith the ticketgranting
server G . A lifetim e L and a nonce N 1 are senttoo. A generates a new
key Kcg forthis purpose and encrypts itunderthe key Ku itshares (or
w illshare w hen U enters his passw ord) w ith C. Italso form s a ’ticket’
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(3)
(5)
(6)
(2)
(4)
grantingserverT
forusewith ticket
C obtainsticket
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forusewith
C obtainsticket
ofC and S
M utualauthentication
Figure10: KerberosExchanges
Tcg thatcontains the user identity, the clientidentity, the ide ntity ofG,
thenew key Kcg togetherw ith tim estam p inform ation. The Tstart ; Texpire
lim itthe intervaloverw hich the ticketisconsidered asval id. Thisticket
isencrypted using the key Kag shared betw een A and G . C usesthe key
Ku to decryptthethird com ponentofm essage(2) and obtainsthekey Kcg
w hich itcan now use to com m unicate w ith G . This iscarried outin the
second partoftheprotocoldescribed below :
(3) C ! G : S ; L2 ; N 2 ; Tcg ; Acg
(4) G ! C : U ; Tcs ; E(Kcg : S ; Kcs ; T 0 start ; T 0 expire ; N 2)
w here
Acg = E(Kcg : C ; T )
Tcs = E(Kcg : U ; C ; S ; Kcs ; T 0 start ; T 0 expire )
Theresultoftheaboveisthat G issues C w ith aticket Tcs and akey Kcs to
com m unicatew ith S. Theauthenticator Acg ensurestim elinessofm essage
(3).
In thethird partoftheprotocol C usesthenew ly obtained key Kcs and
ticket Tcs to obtain theservicesof S.
(5) C ! S : Tcs ; Acs
(6) S ! C : E(Kcs : T 0 )
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w here
Acs = E(Kcs : C ; T 0 )
Heform sfurtherauthenticator Acs, and sendstheresultto S togetherw ith
thenew ly acquired encrypted ticketasm essage (5). S carriesoutdecryp-
tion on the ticketto obtain the session key Kcs and then usesthiskey to
obtain the authentication inform ation. Ifeverything isin or der, m essage
(6) isreturned.
6.5.2 N eum an Stubblebine
Thisprotocolcontainstw o parts: oneto bring abouttheexchange ofsom e
ticketand the second is a protocolform ultiple authentications . W e call
theseprotocols repeatedauthenticationprotocols . In theNeum an Stubblebine
Protocol[90]given below , theﬁrstfourm essagesaretheinitial protocol.
(1) A ! B : A ; N a
(2) B ! S : B ; E(Kbs : A ; N a ; tb) ; N b
(3) S ! A : E(Kas : B ; N a ; Kab ; tb) ; E(Kbs : A ; Kab ; tb) ; N b
(4) A ! B : E(Kbs : A ; Kab ; tb) ; E(Kab : N b)
Therepeated authentication partoftheprotocolisgiven below .
(1) A ! B : N 0 a; E(Kbs : A ; Kab ; tb)
(2) B ! A : N 0 b; E(Kab : N 0 a)
(3) A ! B : E(Kab : N 0 b)
Attacks have been successfully m ounted on both parts ofthe protoco l.
Possible attacks can be found in [60]. The ﬁrstattack on the initial pro-
tocolisgiven below .
(1 0 ) Z (A) ! B : A ; N a
(2 0 ) B ! Z (S) : B ; E(Kbs : A ; N a ; tb) ; N b
(3 0 )
(4 0 ) Z (A) ! B : E(Kbs : A ; N a(= Kab ) ; tb) ; E(N a : N b)
Thesubsequentprotocolcan then beattacked asfollow s:
(1 0 ) Z (A) ! B : N 0 a; E(Kbs : A ; N a(= Kab ) ; tb)
(2 0 ) B ! Z (A) : N 0 b; E(Kab : N 0 a)
(3 0 ) Z (A) ! B : E(Kab : N 0 b)
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Thefollow ing parallelsession attack can beused:
(1 ) Z (A) ! B : N 0 a; E(Kbs : A ; Kab ; tb)
(2 ) B ! Z (A) : N 0 b; E(Kab : N 0 a)
(1 0 ) Z (A) ! B : N 0 b; E(Kbs : A ; Kab ; tb)
(2 0 ) B ! Z (A) : N 0 0 b; E(Kab : N 0 b)
(3 ) Z (A) ! B : E(Kab : N 0 b)
In thisattack the initialticketisrecorded from a previousleg itim ate run
oftheprotocol.
6.5.3 K ehneLangendorferSchoenw alder
Here istheKLS repeated authentication protocol. The ﬁrstﬁve m essage s
form theticketdistribution part. Thekey Kbb isknow n only to B.
(1) A ! B : N a ; A
(2) B ! S : N a ; A ; N b ; B
(3) S ! B : E(Kbs : N b ; A ; Kab ) ; E(Kas : N a ; B ; Kab )
(4) B ! A : E(Kas : N a ; B ; Kab ) ; E(Kbb : tb ; A ; Kab ) ; N c ; E(Kab : N a)
(5) A ! B : E(Kab : N c)
Therepeated protocolis:
(1 0 ) A ! B : N 0 a; E(Kbb : tb ; A ; Kab )
(2 0 ) B ! A : N 0 b; E(Kab : N 0 a)
(3 0 ) A ! B : E(Kab : N 0 b)
Therepeated authentication partoftheprotocolissubjectto an at tack that
is identicalin form to the parallelsession attack on the Neum an Stub-
blebinerepeated protocol.
6.5.4 The K ao Chow Repeated A uthentication Protocols
In 1995, Kao and Chow proposed a sim ilarrepeated authentication pro-
tocolthatw asnotsusceptible to the attackson the Neum an Stubbleb ine
protocol[67].
(1) A ! S : A ; B ; N a
(2) S ! B : E(Kas : A ; B ; N a ; Kab ) ; E(Kbs : A ; B ; N a ; Kab )
(3) B ! A : E(Kas : A ; B ; N a ; Kab ) ; E(Kab : N a) ; N b
(4) A ! B : E(Kab : N b)
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Thisprotocolsuffersw hen a session key iscom prom ised (asin theDe n-
ning Sacco attack on theNeedham Schroederprotocol). Theauthorsth ere-
fore proposed (in the sam e paper) to use a differentkey purely for the
handshake. Theprotocolnow becom es:
(1) A ! S : A ; B ; N a
(2) S ! B : E(Kas : A ; B ; N a ; Kab ; Kt) ; E(Kbs : A ; B ; N a ; Kab ; Kt)
(3) B ! A : E(Kas : A ; B ; N a ; Kab ) ; E(Kt : N a ; Kab ) ; N b
(4) A ! B : E(Kt : N a ; Kab )
Thisprotocolisfurtherextended to encom passtickets.
(1) A ! S : A ; B ; N a
(2) S ! B : E(Kas : A ; B ; N a ; Kab ; Kt) ; E(Kbs : A ; B ; N a ; Kab ; Kt)
(3) B ! A : E(Kas : A ; B ; N a ; Kab ) ;E(Kt : N a ; Kab ) ; N b ; E(Kbs : A ; B ; Ta ; Kab )
(4) A ! B : E(Kt : N a ; Kab ) ; E(Kbs : A ; B ; Ta ; Kab )
6.6 PublicK ey Protocolsw ithoutTrusted Third Party
AlltheISO protocolsin thissection m ay befound in Part3 oftheISO/IEC
9798 Standard [63].
6.6.1 ISO PublicK ey O ne-PassU nilateralA uthentication Protoco l
(1) A ! B : Cert A ; [Ta j N a]; B ; Text2 ; E(K  1a : [Ta j N a]; B ; Text1)
6.6.2 ISO PublicK ey Tw o-PassU nilateralA uthentication Protoco l
(1) B ! A : Rb ; Text1
(2) A ! B : Cert A ; Ra ; Rb ; B ; Text3 ; E(K  1a : Ra ; Rb ; B ; Text2)
6.6.3 ISO PublicK ey Tw o-PassM utualA uthentication Protocol
(1) A ! B : Cert A ; [Ta j N a]; B ; Text2 ; E(K  1a : [Ta j N a]; B ; Text1)
(2) B ! A : Cert B ; [tb j N b]; A ; Text4 ; E(K  1b : [tb j N b]; A ; Text3)
This protocolis in facttw o independentapplications ofthe singl e pass
unilateralauthentication protocol.
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6.6.4 ISO Three-PassM utualA uthentication Protocol
(1) B ! A : Rb ; Text1
(2) A ! B : Cert A ; Ra ; Rb ; B ; Text3 ; E(K  1a : Ra ; Rb ; B ; Text2)
(3) A ! B : Cert B ; Rb ; Ra ; A ; Text5 ; E(K  1b : Rb ; Ra ; A ; Text4)
Thisistheunilateraltw o-passprotocolw ith m essage (3) added.
6.6.5 ISO Tw o PassParallelM utualA uthentication Protocol
(1 ) A ! B : Cert A ; Ra ; Text1
(1 0 ) B ! A : Cert B ; Rb ; Text2
(2 ) B ! A : Rb ; Ra ; A ; Text6 ; E(K  1b : Rb ; Ra ; A ; Text5)
(2 0 ) A ! B : Ra ; Rb ; B ; Text4 ; E(K  1a : Ra ; Rb ; B ; Text3)
6.6.6 BilateralK ey Exchangew ith PublicK ey
(1) B ! A : B ; E(K a : N b ; B)
(2) A ! B : E(K b : f(N b) ; N a ; A ; K )
(3) B ! A : E(K : f(N a))
6.6.7 D ifﬁeH ellm an Exchange
In theDifﬁe-Hellm an algorithm tw o num bersare publicly agreed by the
com m unicating principals A and B. Letthese num bersbe G and N . The
protocolis
(1) A ! B : X = G x m odN
(2) B ! A : Y = G y m odN
A chooses X = G x m odN forsom e random x and sendsthe resultto B as
m essage (1). B chooses Y = G y m odN forsom e random y and sends the
resultto A asm essage (2). A com putes k = Y x m odN and B com putes k =
X y m odN . Theresultofthesetw o calculationsisthesam eand equalto the
new session key. Thisprovidesam eansofkey exchangebutnoguara ntees
ofauthenticity.
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6.7 PublicK ey Protocolsw ith Trusted Third Party
6.7.1 N eedham -SchroederPublicK ey Protocol
Thisprotocolappearsin theclassicpaper[87]. Ithasrecently been sh ow n
to contain aﬂaw by Gavin Low easpartoftheprojectresearch w ork.
(1) A ! S : A ; B
(2) S ! A : E(K  1s : K b ; B)
(3) A ! B : E(K b : N a ; A)
(4) B ! S : B ; A
(5) S ! B : E(K  1s : K a ; A)
(6) B ! A : E(K a : N a ; N b)
(7) A ! B : E(K b : N b)
Low e has discovered an attack on this protocol([74]). Messages 1, 2, 4
and 5 are concerned purely w ith obtaining publickey certiﬁcatesa nd are
om itted from thedescription oftheattack below :
(3 ) A ! Z : E(K z : N a ; A)
(3 0 ) Z (A) ! B : E(K b : N a ; A)
(6 0 ) B ! Z (A) : E(K a : N a ; N b)
(6 ) Z ! A : E(K a : N a ; N b)
(7 ) A ! Z : E(K z : N b)
(7 0 ) Z (A) ! B : E(K b : N b)
6.8 SPLICE/A S A uthentication Protocol
Thisisa m utualauthentication protocolbetw een a client C and a server
S using acertiﬁcation authority AS to distributepublickeysw hereneces-
sary. In theprotocol T isatim estam p and L isalifetim e.
(1) C ! AS : C ; S ; N 1
(2) AS ! C : AS ; E(K  1A S : AS ; C ; N 1 ; K S )
(3) C ! S : C ; S ; E(K  1C : C ; T ; L ; E(K S : N 2 ))
(4) S ! AS : S ; C ; N 3
(5) AS ! S : AS ; E(K  1A S : AS ; S ; N 3 ; K C )
(6) S ! C : S ; C ; E(K C : S ; N 2 + 1)
Thisprotocolhasbeen show n to beﬂaw ed (in differentw ays) by Hw a ng
and Chen [59]and also Gavin Low e.
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In theﬁrstattack itispossibleto im personateaclient:
(1 ) Z ! AS : Z ; S ; N 1
(2 ) AS ! Z : AS ; E(K  1A S : AS ; Z ; N 1 ; K S )
(3 ) Z (C) ! S : C ; S ; E(K  1Z : C ; T ; L ; E(K S : N 2 ))
(4 ) S ! Z (AS) : S ; C ; N 3
(4 0 ) Z (S) ! AS : S ; Z ; N 3
(5 ) AS ! S : AS ; E(K  1A S : AS ; S ; N 3 ; K Z )
(6 ) S ! Z (C) : S ; C ; E(K Z : S ; N 2 + 1)
In thesecond attack itispossibleto im personatetheserver:
(1 ) C ! Z (AS) : C ; S ; N 1
(1 0 ) Z (C) ! AS : C ; Z ; N 1
(2 ) AS ! C : AS ; E(K  1A S : AS ; C ; N 1 ; K Z )
(3 ) C ! Z (S) : C ; S ; E(K  1C : C ; T ; L ; E(K Z : N 2 ))
(4 ) Z ! AS : Z ; C ; N 3
(5 ) AS ! Z : AS ; E(K  1A S : AS ; Z ; N 3 ; K C )
(6 ) Z (S) ! C : S ; C ; E(K C : S ; N 2 + 1)
In the third attack (by Gavin Low e) m essage (3) is replayed w ithin the
possibletim ew indow to re-achieveauthentication.
6.8.1 H w ang and Chen’sM odiﬁed SPLICE/A S
Hw ang and Chen [59]proposed an enhanced protocolto overcom e the
ﬂaw s(thatthey had identiﬁed) in SPLICE protocolpresented above. This
m odiﬁed SPLICE/AS protocolhasrecently been show n by Clark and Ja-
cob to beﬂaw ed too.
(1) C ! AS : C ; S ; N 1
(2) AS ! C : AS ; E(K  1A S : AS ; C ; N 1 ; S ; K S )
(3) C ! S : C ; S ; E(K  1C : C ; T ; L ; E(K S : N 2 ))
(4) S ! AS : S ; C ; N 3
(5) AS ! S : AS ; E(K  1A S : AS ; S ; N 3 ; C ; K C )
(6) S ! C : S ; C ; E(K C : S ; N 2 + 1)
Forthepurposesoftheattack w eneed only considerm essages(3) and
(6) and so w e assum e thatallpublic keys are appropriately obtained or
possessed.
(3 ) C ! Z (S) : C ; S ; E(K  1C : C ; T ; L ; E(K S : N 2 ))
(3 0 ) Z ! S : Z ; S ; E(K  1Z : Z ; T ; L ; E(K S : N 2 ))
(6 0 ) S ! Z : S ; Z ; E(K Z : S ; N 2 + 1)
(6 ) Z (S) ! C : S ; C ; E(K C : S ; N 2 + 1)
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The problem arises because the server S is fooled as to the origin ofthe
encrypted nonce in (3’). Itis created by C in (3) butis used by Z in (3’)
w ho pretendsto havecreated ithim self.
6.9 D enning Sacco K ey D istribution w ith PublicK ey
Thisprotocolisintended to provideam eansforaconventionalc om m uni-
cationskey Kab to begenerated by A and passed to B securely. S provides
certiﬁcatesto A and B.
(1) A ! S : A ; B
(2) S ! A : Cert A ; Cert B
(3) A ! B : Cert A ; Cert B ; E(K b : E(K  1a : Kab ; Ta))
w here Cert A = E(K  1s : A ; K a ; T ) isthepublickey certiﬁcateof A signed by
S etc. Thereisaproblem w ith thisprotocol(discovered byAbadiin 1994).
B can now decryptto obtain the session key and tim estam p signed by A
and form am essageoftheform
(3) B(A) ! C : Cert A ; Cert C ; E(K c : E(K  1a : Kab ))
and can now m asqueradeas A to C.
6.9.1 CCITT X.509
Thisistheclassicdescription, asitappearsin [26], ofthreeproto cols(con-
sisting eitherofm essage1, m essages1 and 2 orallthreebelow . Ithasbeen
show n to beﬂaw ed.
(1) A ! B : A ; E(K  1a : Ta ; N a ; B ; X a ; E(K b : Y a ))
(2) B ! A : B ; E(K  1b : tb ; N b ; A ; N a ; X b ; E(K a : Y b ))
(3) A ! B : A ; E(K  1a : N b)
Attacks have been found by L’Anson and Mitchell[12]and by the Bur-
row sAbadiand Needham [26]. The problem is thatthere is signing af -
ter encryption. Ifan encrypted m essage has a com ponentthatis it self
encrypted undera public key then itcannotbe deduced thatthe send er
actually know sthecontentsofthatcom ponent.
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6.10 M iscellaneous
6.10.1 Sham irRivestA delm an ThreePassprotocol
The follow ing protocoldiffersin thatthe participantsshare no s ecrets. It
w assuggested asa m eansoftransm itting data overan insecure c hannel.
Itassum esthatencryption iscom m utative. Itisknow n to be subject to a
variety ofattacks.
(1) A ! B : E(K a : M )
(2) B ! A : E(K b : E(K a : M ))
(3) A ! B : E(K b : M )
Theﬁrstattack sim ply uses A asan oracle.
(1) A ! Z (B) : E(K a : M )
(2) Z (B) ! A : E(K a : M )
(3) A ! Z (B) : M
Carlsen suggests thatitm ightbe possible to sim ply check w hethe r the
m essage returned in (2) isin factencrypted, butthere w ould seem to be
a very sim ple attack, nam ely one w here a legitim ate principal C takeson
theroleof B butusing hisow n key.
Thereisalso anotherattack:
(1 ) A ! Z (B) : E(K a : M )
(1 0 ) Z (B) ! A : E(K a : M )
(2 0 ) A ! Z (B) : M
(2 ) Z (B) ! A : bogus
(3 ) A ! Z (B) : E(K a : bogus )
6.10.2 G ong M utualA uthentication Protocol
This protocol[50]is based on the use ofone-w ay functions rather tha n
encryption. In thefollow ing protocol f and g areboth one-w ay (publicly
know n) functions(they m ay be identical). Each principal A and B shares
a secret, P a and P b respectively, w ith the authentication server S. N a, N b
and N s arenonces.
(1) A ! B : A ; B ; N a
(2) B ! S : A ; B ; N a ; N b
(3) S ! B : N s ; f(N s ; N b ; A ; P b )  (k; h a ; h b ) ; g(k; h a ; h b ; P b )
(4) B ! A : N s ; h b
(5) A ! B : h a
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In m essage (3) ( k; h a ; h b ) = f(N s ; N a ; B ; P a ) iscalculated by the server S. k
isa secretto be shared betw een A and B, w hile h a and h b are called hand-
shake num bers. The sym bol  represents the XOR function. Principal B
com putes f(N s ; N b ; A ; P b ) to retrieve ( k; h a ; h b ) from thesecond item ofthe
m essage. Italso com putes g(k; h a ; h b ; P b ) to check againstthe third item
thattam pering hasnottaken place. Afterreceiving m essage (4). A com -
putes f(N s ; N a ; B ; P a ) to get( k; h a ; h b ) . Ifthe value of h b m atchesthe one
sentby B then A repliesw ith m essage(5). Theliteraturesurveyed hasnot
indicated thattheprotocolisﬂaw ed.
6.10.3 Encrypted K ey Exchange–EK E
Thisisan unusualprotocoldue to Bellovin and Merritt[15]and hasthe
follow ing steps:
(1) A ! B : E(P : K a )
(2) B ! A : E(P : E(K a : R ))
(3) A ! B : E(R : N a)
(4) B ! A : E(R : N a ; N b)
(5) A ! B : E(R : N b)
Here P isapassw ord used asasym m etrickey, K a isarandom ly generated
public key. R isa random ly generated session key. There w ould appear
to beafairly straightforw ard parallelsession attack on the aboveprotocol
(unreported in theliterature)
(1 : 1) A ! Z (B) : E(P : K a )
(2 : 1) Z (B) ! A : E(P : K a )
(2 : 2) A ! Z (B) : E(P : E(K a : R ))
(1 : 2) Z (B) ! A : E(P : E(K a : R ))
(1 : 3) A ! Z (B) : E(R : N a)
(2 : 3) Z (B) ! A : E(R : N a)
(2 : 4) A ! Z (B) : E(R : N a ; N b)
(1 : 4) Z (B) ! A : E(R : N a ; N b)
(1 : 5) A ! B : E(R : N b)
(2 : 5) Z (B) ! A : E(R : N b)
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6.10.4 D avisSw ick PrivateK ey Certiﬁcates
Theﬁrstprotocolgiven by Davisand Sw ick [40]isforkey translation vi a
atrusted translator T . Theprotocolisgiven below :
(1) B ! A : E(Kbt : A ; m sg )
(2) A ! T : E(Kbt : A ; m sg ) ; B
(3) T ! A : E(Kat : m sg ; B)
On receiving m essage (3) A assum es that m sg originated w ith B and
w asdestined for A. IfB arrangesfor m sg = CX forsom eidentiﬁer C then
m essage (3) becom es E(C ; X B : Kat). B can now usethisto m asqueradeas
A in m essage (1). Sufﬁcientredundancy w ould need to be placed in the
m essageto preventthisattack (noticed by Clark and Jacob). Theprot ocol
doesnotensuretim eliness.
A scaled up version ofthekey translation serviceisalso prese nted.
(1) B ! A : E(Kbt : A ; m sg )
(2) A ! T : E(Kbt : A ; m sg ) ; E(Kt : Kbt ; B ; Lb) ; E(Kt : Kat ; A ; La)
(3) T ! A : E(Kat : m sg ; B)
Here Kt is T 0 sm asterkey used to signed thekey containing tickets. La
and Lb arelifetim es. E(Kat : Kat ; A ; La) is A 0 sprivatekey certiﬁcate created
by T .
Thereisa key distribution protocol:
(1) B ! T : E(Kt : Kbt ; B ; Lb)
(2) T ! B : E(kt : K 0 bt; B ; L 0 b) ; E(Kbt : K 0 bt; T ; L 0 b; checksum )
Anotherkey distribution protocolisgiven:
(1) A ! T : E(Kt : Kat ; A ; La) ; encKbt ; B ; LbKt
(2) T ! A : E(Kbt : Kab ; A ; Lab )E(Kat : Kab ; B ; Lab ; checksum )
(3) A ! B : E(Kab : m sg ; A) ; E(Kbt : Kab ; A ; Lab )
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Section 1 Authentication protocolsguaranteethatifprincipalsrea lly are
w ho they say they are then they w illend up in possession ofone orm ore
shared secrets, oratleastbeableto recognisetheuseofoth ers’secrets.
There are lots ofauthentication protocols. Itis notclear p recisely w hat
theseprotocolsachieve. Asaresultaform alapproach isnee ded to explain
precisely w hatassum ptions are being m ade w ithin a protocol and w hat
conclusions can legitim ately be derived from the successfu lexecution of
theprotocol.
Som e aspects ofauthentication protocols have been deliber ately ignored
(no attem ptto caterforauthentication ofuntrustw orthy pr incipalsand no
analysisofencryption schem estrength).
76
Theauthorsarefairly lim ited in w hatthey claim forthelogi cthatfollow s:
O urgoal, how ever, is notto provide a logic thatw ould explai n every
authenticaon m ethod, butrather a logic thatw ould explai n m ostof
thecentralconceptsin authenticaon.
Thisisim portantasBAN logichasoften been unfairly critic ised.
Theauthorsthen giveinform alaccountsofsom eim portantno tionsin au-
thentication
 Ifyou’vesentJoeanum berthatyou haveneverused forthispu rpose
before and ifyou subsequently receive from Joe som ething th atde-
pendson know ing thatnum berthen you oughtto believe thatJo e’s
m essageoriginated recently — in fact, afteryours.
 Ifyou believethatonly you and Joeknow K then you oughttobelieve
thatanything you receive encrypted w ith K askey com esoriginally
from Joe.
 Ifyou believe that K isJoe’spublickey, then you should believe that
any m essageyou can decryptw ith K com esoriginally from Joe.
 Ifyou believethatonlyyou and Joeknow X then you oughttobelieve
that any encrypted m essage that you receive containing X com es
originally from Joe.
Section 2 In thissection theauthorspresenttheirform alism based on a
m any-sorted m odallogic. Messagesareregarded asstatem en tsin thelogic.
Thereareprincipals, keysand form ulae. A num beroflogical constructsare
given.
The authorsassum e explicitly thata principalisable to det ectand ignore
m essagehehassent. Thelogicism onotonicw ithin a protocol run (thatis,
beliefsthathold atthestartoftherun hold attheend). More over, thelogic
assum esthatifaprincipaluttersaform ula X then heactually believesit.
Theauthorsstate“each encrypted m essagecontainssufﬁcie ntredundancy
to be recognised and decrypted unam biguously”. This idea of recognis-
ability w illbe taken up by otherauthors. Indeed, thenotion isa subtle an
im portantone. Thenotationalconvenienceofom itting thes enderofam es-
sageisoften used. Itis, ofcoursethecase, thatdecryption w illbenecessary
iftheactualsenderofam essageisto beknow n: thatis: them e ssagem ust
havesufﬁcientauthenticity.
The authorsthen presenta setofpostulatesfairly m odestly : “w e do not
presentthepostulatesin them ostgeneralform possible; ou rm ain concern
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isto have enough m achinery to carry outsom e realistic exam p lesand to
explain them ethod”.
Som e ofthe constructs introduced by the authors in this sect ion have a
notion oftrustinvolved. Thenatureofthistrustisnotm ade explicit. From
the exam ples, how ever, itcan be seen thattrusting a princip alto know a
shared secretm eansthathe w illnotrelease ithim self; ifth isw ere notthe
case then m any ofthe laterpostulatesdo notm ake sense. The f orm alism
assum esthatallsessionsw ith ashared key arebetw een tw o pa rties P and
Q . Multipleparty sessionsareofcourseapracticalpossibil ity.
In thedescription ofthenonceveriﬁcation rule (ifI believ e that X isfresh
and thatyou have uttered X , then I should believethatyou believe X , be-
cause you m usthave uttered X recently and hence stillbelieve it) the au-
thorssuggestthatthey could introducea “recently said”op eratorto over-
com etherestriction that X m ustbecleartext. Thisideaw illbetaken up by
otherauthors.
Theauthorsthen presentthenotion ofan idealised protocol . Standard de-
scription ofprotocols give a fairly concrete description o fw hatbits go
w here in a m essage. This is notparticularly usefulforlogic alm anipula-
tion and so the authorstransform each protocolm essage into a form ula.
Parts ofthe form ula w hich do notcontribute to the beliefs ar e om itted;
thus there is no cleartextin BAN m essages. Each protocolis a sequence
ofencrypted form ulæ . The authorsclaim thattheiridealise d form ulæ are
clearerand m ore com plete than othertraditionaldescripti ons. They also
state thatderiving an encoding from an idealised protocoli sfarlesstim e
consum ing and errorpronethan understanding them eaning of a particu-
larinform alencoding. Om itting cleartextgivesriseto som eproblem s, e.g.
thedirectleakageofinform ation.
Loosely speaking, a m essage m can beinterpreted asaform ula X ifw hen-
evertherecipientgets m hem aydeducethatthesenderm usthavebelieved
X w hen he sentthe m essage. This process is fairly controversi al. There
w ould appearto be an im plicitassum ption thatw e choose the s trongest
feasibleform ulafor X . Failureto do thism ay requiretheaddition ofinitial
assum ptionsthatw ould notbenecessaryunderan alternativ eidealisation.
Itseem sthatin addition to iteration ofinitialbeliefs for the purposesof
proof, assuggested by theauthors, onem ightw elliterateov eridealisation
too.
Theprotocolanalysistakesthefollow ing steps
1. Theidealised protocolisderived form theoriginalone.
2. Assum ptionsabouttheinitialstatearew ritten.
3. Logicalform ulaeare attached to statem entsoftheprotoc ol, asasser-
tionsaboutthestateofthesystem aftereach statem ent.
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4. The logicalpostulatesare applied to the assum ptionsand the asser-
tions, in orderto discoverbeliefsheld by thepartiesin the protocol.
Effectively w eproducean annotated protocolin m uch thesam ew ay asw e
could producean annotated program .
Theauthorsstatethatthereisno (reﬁned) notion oftim ein t heirlogic, nor
do they addressconcurrency issues.
Section 3 Theauthorsstate thatthere isroom fordebate asto w hatthe
goalsofan authentication protocolshould be. Severalplau siblecandidates
aresuggested, theactualgoalsw illofcoursebesystem spec iﬁc.
Sections4–11 These sectionsapply theBAN logicpresented to several
protocols:
S ection 4 TheOtw ay-ReesProtocol
S ection 5 TheNeedham SchroederProtocolw ith conventionalkeys.
S ection 6 TheKerberosProtocol
S ection 7 TheW ide-m outhed Frog Protocol
S ection 8 TheAndrew SecureRPC Handshake
S ection 9 TheYahalom Protocol
S ection 10 TheNeedham -SchroederPublicKey Protocol
S ection 11 TheCCITT X.509 Protocol(s)
W eshallnotdescribetheanalysesin detailhere.
Sections 12–13 The rem aining sectionsshow how the logic can be ex-
tended to handle hashing and provide a m ore form alsem antics for the
logic.
Thispaperisessentialreading. Mostsecurity protocolpap ersreferenceit,
or one ofits other form s, and severalcriticise it(som e m ore fairly than
others). The paper is w ellw ritten and provides the basis for num erous
extensions.
[27] MichaelBurrow s, Martin Abadi, and RogerM. Needham . Rejoinder
toNessett. ACM O peratingSystem sReview , 24(2):39–40, April1990.
ThisistheBAN authors’refutation ofNessett’scriticism [ 89]. They quote
from theirpaper[26]thatthey did notintend to dealw ith sec urity issues
such as“unauthorised releaseofsecrets”. Thisw ould appea rjustiﬁed. The
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authors state thatNessett’s exam ple “accurately points ou tan intended
lim itation orourlogic”butindicatethattheassum ption by principal B that
the published key isin factgood iscontradictory. Though th isisallow ed
by theform alism they claim “though notm anifested by ourfor m alism , itis
notbeyond thew itofm an to notice. From thisabsurd assum pti on, Nessett
derivesan equally absurd conclusion”.
Thisrejoinderispretty m uch to thepoint! PartofBAN logicf olklore.
[28]MichaelBurrow s, MartinAbadi, and RogerM. Needham . TheScope
ofa Logic ofAuthentication. Revised Research Report39, Digital
System sResearch Center, 1994.
Thisisintended asan annex to theoriginalBAN report[26].
[29] C. C. I. T. T. Recom m endation X.509. TheDirectory-Authentication
Fram ework . C. C. I. T. T., Decem ber1988.
Thiscontainsdraftproposalsforvariousprotocols.
[30] E. A. Cam pbell, R. Safavi-Naini, and P. A. Pleasants. PartialBelief
and ProbabilisticReasoning in theAnalysisofSecure Protocols. In
Proceedings5th IEEE Com puterSecurity FoundationsW orkshop , pages
84–91. IEEE Com puterSociety Press, 1992.
A ratherinteresting paper; there isclearly w ork to be done i n this(orre-
lated) areas. The paperdescribing a form alsystem in w hich e lem ents of
logic have probabilities associated w ith them . Thisallow s the realw orld
to bem odelled m oreaccurately. Logicaldeductionsdepend o n thecorrect-
nessofsuch elem entsand so are associated w ith probabiliti es. The paper
ﬁndsboundson variousprobabilitiesofinterestusing line arprogram m ing
m ethods. Som eexam plesaregiven.
W ellw orth aread.
[31] UlfCarlsen. CryptographicProtocolFlaw s. In Proceedings7th IEEE
Com puterSecurity FoundationsW orkshop , pages192–200. IEEE Com -
puterSociety, 1994.
Thispaperpresentsacategorisation ofprotocolﬂaw s. Thec ategoriesare:
E lem en tary ﬂ aw s som e protocolsm ay provide only m arginalprotection,
e.g. ones thatcom m unicate passw ords in the clear, or the Nes sett
counterexam ple[89]to theBAN analysisapproach.
P assw ord gu essin g ﬂ aw s (passw ordsm ay be used to generatekeys, and
the practicallim itations ofsuch approaches allow a brute f orce but
biased search)
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Fresh less ﬂ aw s identiﬁed by the inability of one principal to detect
w hethera m essage has been created recently ornot. The Denni ng-
Sacco attack [42]on theconventionalkeyNeedham Schroeder proto-
colisa fam ousexam ple. Burrow sAbadiand Needham dem onstra te
afreshnessﬂaw in theAndrew SecureRPC protocol[26].
O racle ﬂ aw s a principalinadvertently acts as a decryption agentfor a
penetrator. There are exam ples ofsingle-role and m ulti-ro le oracle
attacks (i.e. w hen a principalislim ited to one role orm ay ta ke part
in severalroles). Thethree-passprotocolofRivest, Sham i rand Adle-
m an isthesubjectoftheseoracleattacks. Thethree-passpr otocolhas
thefollow ing steps:
(1) A ! B : E (K a : M )
(2) B ! A : E (K b : E (K a : M ))
(3) A ! B : E (K b : M )
Afterreceiving the m essage atline 2 A decryptsw ith key ka and as-
sum ing com m utativity sendstheresultback to B in line3. Thesingle
role oracle ﬂaw isforthe intrudersim ply to pretend to be B and re-
turn f M g ka back to A in line 2 and hence obtain M in line 3. Theau-
thorsuggeststhata“typing”check (to seew hetherthethird m essage
is really an encrypted one) m ightsolve this problem . As pres ented
there isa m ore obviousproblem thatshow sthatthisw illnotw ork,
nam ely thereisnothing to stop theintrudersim ply acting as B using
a key kc thatshe know s in place of kb . The protocolthen w orks as
norm al. H aveIm ised som ething?
Typ e ﬂ aw s a subclass oforacle ﬂaw s w here in addition to using a frag-
m entoftheprotocolasan oracle, thepenetratorexploitsth einability
ofatleastone principalto associate a w ord (orm essage) w it h a par-
ticularstate ofa particularprotocol. Five different“typ es” ofinfor-
m ation can bedistinguished:
 cryptographicprotocol;
 protocolrun;
 transm ission step;
 m essage(sub) com ponents;
 prim itivetypes.
The paperthen gives exam ple type ﬂaw s exposed in the Neum an-
Stubblebineprotocoland theOtw ay-Reesprotocol.
In tern alFlaw s these are due to a principalfailing to carry outthe neces-
sary internalactionscorrectly (e.g. failing tom akeachec k). Thepaper
statesthatacom m on featureofm any form aland sem i-form alc rypto-
graphicprotocolspeciﬁcation m ethodsistheirlack ofstat ing internal
actions.
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C ryp tosystem related ﬂ aw s these arise due to the interactions ofproto-
colsand theparticularcryptographicm ethodsem ployed.
Thepaperisw ell-w ritten and very useful. Ofparticularnot eisthediscus-
sion oftypeﬂaw s.
[32] UlfCarlsen. Generating Form alCryptographic ProtocolSpeciﬁca-
tions. In Proceedings7th IEEE Com puterSecurity FoundationsW ork-
shop . IEEE Com puterSociety Press, 1994.
The traditionalm ethod ofspecifying protocolshasa w ell-d eﬁned syntax
butno sem antics. They tend very m uch to resem bletheim plem e ntation. In
thispaperthe authorprovidesa m eansto autom atically supp ly an inter-
pretation by m aking plausible assum ptions. Rulesare provi ded to deter-
m ine the typesofm essage com ponents(keys, addresses,nonc esetc), and
to inferassum ptionsand goals. Internalactionsare addres sed too (forex-
am ple, the presenceofa w ord w ith type“nonce” im plicitly in dicatesthat
a nonce should be generated. Also, checking ofvaluescan be i nferred. A
toolhasbeen developed thatcan take a standard notationals peciﬁcation
and generateaprotocolspeciﬁcation in theCKT5 language. P redicatesare
created describing the behavioursofeach principal, the as sum ptionsand
goals for each principal. Overallstatem ents ofcorrectnes s (of the goals
w ith respectto the assum ptions) can then be stated and prove d. A very
interesting papersince itprovidesonem eansforovercom in g som eofthe
w ell-know n deﬁcienciesofthestandard notation.
[33] UlfCarlsen. Optim alPrivacy and Authentication on a Portable
Com m unications System . O perating System s Review , 28(3):16–23,
1994.
Thispaperreview ssom epreviousw ork in theﬁeld ofportable com m uni-
cation system s(PCSs). Variousﬂaw sare exposed and som e ﬁxe soffered.
The paperdiscussesboth initiatorand responder(i.e. the ot herend) pro-
tocols. Secretand publickey approachesare addressed. The paperisw ell
w orth aread (theareaissetto becom every big). Oneofthesug gested pro-
tocolsseem sﬂaw ed (the responderprotocolofﬁgure 5 ofthe p aperdoes
notnecessarily provideauthentication oftheRCE to thepor table).
[34] John Clark and Jerem y Jacob. On The Security ofRecentProtocols.
Inform ation ProcessingLetters , 56(3):151–155, Novem ber1995.
In thispapertheauthorsdescribesom eattackson recently p ublished pro-
tocolshighlighting assum ptionsaboutcipherblock chaini ng use butalso
a ﬂaw in a (corrected) version oftheSPLICE authentication p rotocol(also
independently discovered by Low e ofthe Program m ing Resear ch Group
atOxford).
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[35] John Clark and Jerem y Jacob. Attacking authentication protocols .
H ighIntegritySystem s , 1(5):465–474, August1996.
Thispaperprovidesa sum m ary ofw aysin w hich protocolsfail and pro-
videsm any exam plesofsuch ﬂaw s. Methodsofattack include: freshness
attacks, typeﬂaw s, parallelsession attacks, binding atta cksand som e im -
plem entation dependentattacks (e.g. Boyd’s bitﬂipping w it h stream ci-
phersand cipherblock chaining m ishaps). Appraisalisprob ably bestleft
to thereader!
[36] John Clark and Jerem y Jacob. Non-Repeatability isNotEnough.
A prelim inary paper. The authors dem onstrate thatadvice on the use of
cipherblock chaining iseitherw rong ortherationaleisinc om plete. Ifpre-
dictable initialblocksare used then in m any casesitw illbe possible fora
principalto createtheciphertextforan arbitrary m essage ofhischoice.
[37] John Clark and Jerem y Jacob. Freshness isNotEnough: Note on
Trusted NonceGeneration and MaliciousPrincipals.
In thispaperthe authorsdem onstrate an unusualattack on a m utualau-
thentication protocolby W oo and Lam [117]described in sect ion 6.3.11.
Maliciouschoiceofanonceby oneprincipalcan causeaprevi ously issued
key to beaccepted asfresh by theotherprincipal.
[38] D. Coppersm ith. The Data Encryption Standard (DES) and its
strength againstattacks. IBM JournalofResearch and Developm ent ,
38(3):243–250, May 1994.
In thispaperthe authorarguesthatthe DES algorithm isrem a rkably re-
silientto differentialcryptanalyticalattacks. This is b ecause the m ethod
w asknow n to theIBM designerteam in 1974. Thisshould w aketh ereader
up! W hatisin the publicdom ain clearly lagsw ellbehind w hat isknow n
to Governm entsand theiragents. The criteria fordesigning the infam ous
S-boxesaredescribed and discussed.
An essentialread forcryptanalystseveryw here.
[39] D. W . Daviesand W . L. Price. Security forCom puterN etworks . John
W iley and Sons, 1 edition, 1994.
This is a w ell-established textin the ﬁeld covering a variet y ofnetw ork
security concepts. Itencom passesboth theoreticalapproa chesto authenti-
cation asw ellaspracticalexam ples. The inform ation isa li ttle dated now
butthisisstillausefulbook.
[40] DDavisand R Sw ick. Netw ork Security viaPrivate-KeyCertiﬁcates.
O peratingSystem sReview , pages64–67, 1990.
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A private key certiﬁcate iseffectively a ticketpublished b y a serverto it-
self. Theticketcontainsa key, principalidentiﬁerand lif etim e. Theidenti-
ﬁed principalm ay supply the ticketand use the correspondin g key until
the ticketexpires. Variousapplicationsare suggested (ke y translation and
key distribution). On close analysis itw ould appearthattw o ofthe sug-
gested protocolscan beattacked: theinitialkey translati on protocolm akes
assum ptionsaboutthe contentofthe usersupplied com ponen tofa m es-
sage (ifitstarts w ith a principalidentiﬁerthen fraudulen tm essages can
becreated using thetranslatorasan oracle). Thekey distri bution betw een
serverdom ainsusing publickey allow soneoftheserversto m asquerade
astheother.
[41] D. E. Denning. Cryptography and Data Security . Addison W esley,
1982.
Thishasbecom eaclassictextforintroductory cryptograph y. Itcoversthe-
ory ofcryptography and explainsthefundam entalsofvariou salgorithm s
beforem oving on to covernon-com m unicationsaspectsofsec urity.
[42] Dorothy Denning and G. Sacco. Tim estam ps in Key Distribution
Protocols. Com m unicationsoftheACM , 24(8), August1981.
Theauthorsexam ineﬁrsttheNeedham Schroederconventiona lkey proto-
col[87]. U ndertheassum ption thatkeyscannotbe com prom is ed thepro-
tocolisregarded as secure. Butifa key iscom prom ised then i tis show n
thata penetratorcan foola principalinto accepting thatke y again (itis
w orth noting thata m alicious initiator, w ho obtained the ke y in the ﬁrst
place, can also causethekey to bere-accepted).
How ever, thisproblem isrem oved by theincorporation oftim estam psinto
theprotocolm essages. Thisisthem ostw idely cited protoco lﬂaw .
The paperthen discussesthe use oftim estam psin public key s ystem sto
distribute public keys and also shared keys. Finally the con sequences of
thecom prom iseofprivatekeysisaddressed.
Theprotocolto distributesym m etrickeysusing publickeys isﬂaw ed but
thisw asdiscovered only in 1994 byMartin Abadi(see6.9).
A w ell-w ritten and very cleartechnicalnote. A landm ark pap er.
[43] W hitﬁeld Difﬁe. The FirstTen Years in PublicKey Cryptography.
ProceedingsoftheIEEE , 76(5):560–577, May 1988.
An excellentsurveyofpublickeycryptography. Thepaperpr ovidesatech-
nicalintroduction to thevariousadvancesin thearea (expo nentialkey ex-
changes, knapsacks, RSA, the rise-fallcycle ofknapsackse tc). The paper
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than addressesim plem entation issuesand w herepublickey c ryptography
isgoing. A good read generally.
[44] W . Difﬁe and M. Hellm an. New Directionsin Cryptography. IEEE
Transactionson Inform ation Theory , 22(6):644–654, Novem ber1976.
A classicpaperin theﬁeld. Heraldsthebirth ofpublickey cr yptography.
[45] FederalInform ation Processing Standard 46 – theDataEncrypti on Stan-
dard , 1976.
This is the prim e reference for the Data Encryption Standard . Itis w ell-
w ritten and easy to read. Thealgorithm isofcoursedescribe d elsew here.
[46] W . Fum y and P. Landrock. Principles ofKey Managem ent. IEEE
JournalonSelectedAreasinCom m unications , pages785–793, June1993.
Thispaperprovidesan overview ofissuesinvolved in key m an agem ent. It
describessecurity requirem entsand a hierarchicalapproa ch to providing
them . It’squitehigh levelbutisquitedeceptivein itsrang e.
[47] PaulGardiner, Dave Jackson, Jason Hulance, and BillRoscoe. Se-
curity Modelling in CSP and FDR: Deliverable Bundle 2. Technical
report, Form alSystem s(Europe) Ltd, April1996.
Thisreportindicateshow algebraictechniquescan beincor porated w ithin
the CSP/FDR approach to security protocolanalysis. Such al gebraic m a-
nipulation isnecessary iftheapproach isto discoverattac ksw hich utilise
forexam pleparticularpropertiesofencryption (com m utat ivity ofencryp-
tionsetc.). Im plem entation details (code) are given in this report. The re-
portdescribeshow algebra m ay be m odelled w ithin an extende d form of
CSP (thatused by FDR2) w ith resultsofinitialevaluation. L atersections
address how the approach can be applied to the analysis ofsom e w ell-
know n protocols. Im plem entation attacksarising dueto par ticularm odes
ofencryption (e.g. CBC, CFB etc) areidentiﬁed ashighly tro ublesom e; the
statespacebecom esenorm ousvery quickly.
[48] PaulGardiner, Dave Jackson, and BillRoscoe. Security Modelling
in CSP and FDR: Deliverable Bundle 3. Technicalreport, Form al
System s(Europe) Ltd, July 1996.
Thisrepresentsa continuation and enhancem entofthe w ork r eported in
[47]. The reﬁned approach is used to detect a w ell-know n ﬂaw i n the
CCITT protocol. One enhancem entis the use ofa ”lazy spy” — co nsid-
ering only those behavioursofan intruderw hich are reachab le given the
speciﬁc history ofvalues observed in a sequence ofprotocol runs (rather
than thew holebehaviourspaceoftheintruder).
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[49] DieterGollm an. W hatdo w e m ean by Entity Authentication? In
Proceedings1996 IEEE Sym posium on Research in Security and Priva cy ,
pages46–54. IEEE Com puterSociety, m ay 1996.
Thegoalsofauthentication providethebasisform uch contr oversy. In this
paperGollm an identiﬁes 4 notions ofauthentication. He poi nts outthat
som e ”attacks” on protocols really depend on w hatyou think t he pro-
tocolis intended to achieve. Exam ples are given. He m aintai ns thatthe
description ofauthentication in user-oriented anthropom orphiclanguage
m ay attim es be harm ful. W e need to be aw are ofthe gap betw een t he
user-oriented descriptions and the electronic m essage pas sing thatactu-
ally occurs. Thepaperalso addressesthem isuseofencrypti on by protocol
speciﬁers.
[50] LiGong. Using One-w ay Functions forAuthentication. Com puter
Com m unication Review , 19(5):8–11, October1989.
Thisbriefpaperpresentsa m utualauthentication algorith m based on the
notion ofkeyed (w ith passw ords) one-w ay functions. Thepro tocolalso ef-
fectskey distribution. Theapproach hasthebeneﬁtthatone -w ay functions
are probably easierto create than encryption algorithm ssi nce there isno
need to ensure invertibility. Itisclaim ed thatusing one-w ay functionsto
develop authentication protocolsw ould notnecessarily re strictthe capa-
bilitiesthatcould beoffered.
[51] LiGong. A Noteon Redundancy in Encrypted Messages. Com puter
Com m unication Review , 20(5):18–22, October1990.
Redundancy in m essages can be used to provide checks thata m e ssage
hasnotbeen m odiﬁed in transit. Explicitredundancy can be d etected by
anyone w ith the correctencryption key. An exam ple w ould be d ata con-
catenated w ith achecksum and w hich isthen encrypted. A prob lem isthat
thisprovidesa m eansby w hich an attackercan verify keyshe o rshe has
guessed. Protocolsthatencryptw ith w eak keys, forexam ple passw ords,
arevulnerableto aguessingattack. Im plicitredundancy ca n only berecog-
nised by the intended recipient(s) w ho know sthe key fora par ticularex-
am pleforaparticularexchange. Exam plesaregiven.
[52] LiGong. Handling Infeasible SpeciﬁcationsofCryptographic Pro-
tocols. In ProceedingsofThe4th IEEE Com puterSecurity Foundations
W orkshop , pages99–102. IEEE Com puterSociety, June1991.
This paperaddressesthe issue ofspeciﬁcation and analysis ofinfeasible
speciﬁcationsw hen the analysisisBAN style [26]. The paper providesan
outlineofhow GNY logic[55]can beam ended so thatprincipal scan send
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only m essagesthey can realistically expectto. Thisisdone via the notion
of eligbity . The m ethod ensures thatbefore a m essage can be sent, the
sender m ustbe in possession ofthe bitstrings to be transm it ted and it
m usthold the beliefs im plied by transm ission ofthe m essage . Inference
rulesto accom m odatethechangesarepresented.
[53] LiGong. Variations on the Them esofMessage Freshness and Re-
play and Replay or, the Difﬁculty ofDevising Form alNethods to
Analyse Cryptographic Protocols. In Proceedings6th Com puter Se-
curity FoundationsW orkshop , pages131–136. IEEE Com puterSociety
Press, 1993.
Thispaperdescribesa variety ofw aysin w hich freshnesside ntiﬁersm ay
beused. Threepartiesareidentiﬁed:
 thesupplierw ho createstheidentiﬁer;
 theproverthatinsertstheidentiﬁerin a m essage; and
 theveriﬁerw ho establishesthefreshnessofa m essageby exa m ining
the m essage com position, especially the use ofthe freshnes sidenti-
ﬁer.
Thepaperaddressestheuseoftim estam ps, truly random num b ers, coun-
ters, pseudorandom num bers, synchronised countersand pse udorandom
num bergeneratorsand fresh encryption keys. The paperpres entsa table
indicating w hich m odeofuseissecureforaparticularfresh nessapproach
indicating w hethertheproveristo betrusted ornot. A brief categorisation
ofm essagereplaysisthen given.
[54] LiGong, A. Lom as, R. Needham , and J. Saltzer. Protecting Poorly
Chosen Secretsfrom GuessingAttacks. IEEE Journalon SelectedAreas
in Com m unications , 11(5), jun 1993.
In som e system sthe use ofw eak keysis perm itted, forexam ple the use
ofpassw ordsto encryptauthentication data. An intruderm i ghtconsider
guessingsuch keysashisbestlineofattack againstthesyst em . Forsuch at-
tacksto w ork heneedsto beableto check w hetherhisguessisc orrect. The
protocolshould m ake such veriﬁcation im possible. Thislea dsto the con-
ceptof veriﬁable text . The authors dem onstrate severalprotocols thatuse
random nonces to m ask redundancy thatm ightgive rise to veri ﬁability.
Thepaperisunusualand w ellw orth aread.
[55] LiGong, RogerNeedham , and RaphaelYahalom . Reasoning About
Beliefin Cryptographic Protocols. In Deborah Cooperand Teresa
Lunt, editors, Proceedings1990 IEEE Sym posium on Research in Secu-
rityand Privacy , pages234–248. IEEE Com puterSociety, May 1990.
87
Thispaperpresentsan extension to theoriginalBAN logic[2 6]. Interesting
extensionsinclude the notion ofrecognisability (the use o ftyping w ould
preventm any identiﬁed protocolﬂaw s), the notion ofposses sions (for-
m ulæ thata principalcan posses, because he has seen them , an d so on).
In distinction to BAN-logic a principaldoesnothave to beli eve in a for-
m ula in orderto includeitin a m essage(hem erely hasto posse ssit). Also
included areexplicit“not-originated here”indicationsf orm essagecom po-
nentsallow ing the principalto detectreplaysofm essagesh e him selfhas
created. Therearealso m essageextensionsby w hich precond itionsforac-
tually sending a m essageare attached to it. Thederivation r ulesgiven are
m uch m orenum erous(over40) than thosegiven in BAN.
[56] John Gordon. PublicKey Cryptosystem s. In ProceedingsofN etworks
’84 , 1984.
This is an introduction to public key cryptography forthe be ginner. The
paper is very light but there are som e helpful analogies for t he non-
cognoscenti.
Thepapergivesan outlineofone-w ay functions, trapdoors, key exchange,
publickey approachesand electronicsignatures.
In generallittle m aths is assum ed (indeed the notions ofm od ular arith-
m eticare explained forexam ple) and m any ofthedetailsareg lossed over
(e.g. on explaining the disguising of super-increasing seq uences in the
knapsack problem ). Merkle-Hellm an and RSA schem esare outl ined very
brieﬂy.
[57] R. Hauser, P. Jansen, R. Molva, G. Tsudik, and E. van Herrew eghen.
Robustand Secure Pasw ord and Key Change Method. In Dieter
Gollm ann, editor, Com puterSecurity— ESO RICS ’94 , num ber875 in
LectureNotesin Com puterScience, pages107–122. Springer, 1994.
This paperaddresses the problem ofhow passw ords can be chan ged in
a distributed environm entand in the presence offailures (f or exam ple,
acknow ledgem entm essagesnotgetting through).
Thereisadescription ofKerberos(V4 and V5) CHANGEPW and ac ritical
exam ination (notethatthereisatypographicalerrorin the V4 description).
The question isthen raised asto w hathappensin the protocol w hen fail-
uresoccur.
A robustsolution to thepassw ord updateproblem isthen prov ided. Itas-
sum esthata userw ho doesnotsuccessfully com pletea transa ction (from
hispointofview ) w illrepeatattem ptsto changethepassw or d in thesam e
w ay. Effectively the requestm essage contains tickets w ith the old (new )
passw ord encrypted w ith thenew (old) passw ord (it’sm oreco m plex than
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this). Theauthentication serverw illeitherstorethe“old ” passw ord orthe
“new ” passw ord w ith the user depending on w hether the previo us at-
tem ptsucceeded or not. Decrypting an appropriate ticketou ghtto give
sufﬁcientproofofidentity. Iftheserveralready hascarri ed outtheupdate
then thereisno changeand a successresponseisgiven, other w isetheup-
date processgoesahead. Sw itching the orderofthe tickets( w hich w ould
allow an intruderto reverse the change) isprotected agains tby the inclu-
sion ofnonces (and functions thereof) to ensure thatthe ord ering ofthe
m essagesisdeterm inable (oneisactually atim estam p).
Itishard to say how m uch ofa problem thispaperaddresses. In tuitively
itw ould seem farfrom “crucial” as stated by the authors. The proposed
solution isquiteneatthough and certainly itseem sefﬁcien t. W orth aread.
[58] Martin E Hellm an. TheMathem aticsofPublicKey Cryptography.
ScientiﬁcAm erican , pages130–139, August1979.
This article provides a very good introduction to public key cryptogra-
phy m athem atics. The author addresses generalprinciples s uch as NP-
hardnessand providesan explanation ofknapsack and RSA app roaches.
The m athem aticsisdescribed w elland m any sim ple exam plesa re given.
A very good placeto start.
[59] Tzonelih Hw ang and Yung-Hsiang Chen. On the security of
SPLICE/AS: The authentication system in W IDE Internet. Inform a-
tion ProcessingLetters , 53:97–101, 1995.
Thispaperpresentstw o attackson the SPLICE/AS authentica tion proto-
col. Theﬂaw sarecaused by signing afterencryption. Soluti onsareoffered
to ﬁx theﬂaw s. Clark and Jacob [34]show thattherestillrem a insaﬂaw .
[60] Tzonelih Hw ang, Narn-Yoh Lee, Chuang-Ming Li, Ming-Yung Ko,
and Yung-Hsiang Chen. Tw o Attackson Neum an-StubblebineAu-
thentication Protocols. Inform ation Processing Letters , 53:103–107,
1995.
Thispaperpresentstw o attackson theNeum an Stubblebinepr otocol. The
ﬁrstisthatgiven by Carlsen [31]in 1994 (butnotethatthisp aperw assub-
m itted before Carlsen’s w as published). The second is a para llelsession
attack using the one principalas an oracle. Suggestionsofh ow to avoid
thisare m ade. The authorsare aw are ofthe problem to be solve d and in
addition to them ethod show n they suggestsom ealternatives (such asper-
m uting the orderofencryption to avoid replaysin different m essages). In
factitw ould appearthatthis approach is actually m ore secu re since the
protocolas itstands could be im plem ented using cipherbloc k chaining.
In thatcase a replay becom espossible, w ith the replayed m es sage justan
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initialsegm entofthe ﬁrstm essage; thisw ouldn’tbe the cas e ifthere w as
som eplaintextperm utation beforeencryption.
Theim provem entforthesubsequentauthentication protoco lalso depends
on im plem entation for security. Exam ination show s thatifc ipher block
chaining isused then thereisaproblem w ith theim proved sol ution. Thus,
theoffered solution isim plem entation dependent.
[61] ISO/IEC. Inform ation Technology - Security techniques— Entity Au-
thentication M echanism sPart1: GeneralM odel , 1991.
ThisistheintroductorypartoftheISO/IEC 9798 standard de aling w ith en-
tity authentication m echanism s. Itsbasicfunction isto pr ovidedeﬁnitions
and notation used in thesubsequentparts.
[62] ISO/IEC. Inform ation Technology - Security techniques— Entity Au-
thentication M echanism sPart2: Entity authentication using sym m etric
techniques , 1993.
ThispartoftheISO/IEC 9798 standard presentsseveralunil ateraland m u-
tualauthentication protocolsbased on shared key cryptogr aphy. Adviceis
given on the use oftextﬁeldsand also on the choice oftim e var ying pa-
ram eters(e.g. random , sequencenum bersand tim estam ps).
[63] ISO/IEC. Inform ation Technology - Security techniques— Entity Au-
thentication M echanism sPart3: Entity authentication using apublickey
algorithm , 1995.
This partofthe ISO/IEC 9798 standard presents severalunil ateraland
m utualauthentication protocolsbased on public key crypto graphy. They
w ould appearsecureatpresent.
[64] ISO/IEC. Inform ation Technology - Security techniques— Entity Au-
thentication M echanism s Part 4: Entity authentication using crypto-
graphiccheckfunctions , 1993.
ThispartoftheISO/IEC 9798 standard presentsseveralunil ateraland m u-
tualauthentication protocolsbased on keyed hash function s.
[65] ISO/IEC. Inform ation Technology - Security techniques— Entity Au-
thentication M echanism sPart5: Entity authentication using zeroknowl-
edgetechniques , 1993.
ThispartoftheISO/IEC 9798 standard presentsseveralunil ateraland m u-
tualauthentication protocols based on shared key cryptogr aphy. Advice
on the use ofoptionaltextﬁelds and also on the choice oftim e varying
param etersisgiven too (e.g. random , sequencenum bersand t im estam ps).
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[66] A Jiw a, J Seberry, and Y Zheng. Beacon Based Authentication. In
DieterGollm ann, editor, Com puterSecurity— ESO RICS ’94 , num ber
875 in LectureNotesin Com puterScience, pages125–142. Springer,
1994.
The paperprovides a good introduction to Beacon-based auth entication.
Conventionsin cryptography areexplained and an outlineof Rabin’s(the
originator) approach to beacon useisgiven. A beacon em itsa tregularin-
tervalsa random integerin the range 1 to N w here N ispublicly know n.
The useofthisem itted token isgiven w ith respectto the cont ractsigning
problem . (How do w esolvetheproblem ofoneparty receiving a com m it-
m entfrom anotherand yetnotbeing com m itted him /herself?)
Sim plifying, thepartiesexchangeprelim inary contractsa nd com m itm ents
to sign (conditional) follow ed by random integers I1 and I2. Let I = (I1 +
I2) m od N . They now exchangem essagescom m itting them to thecontract
ifthe nextbeacon token is I . A party m ay notcom m it. Ifso, he hasa 1 in
N chance ofgetting the otherparty ata disadvantage (and an N  1 in N
chance ofnotgetting aw ay w ith itand having to explain his/h erlack of
com m itm ent).
A beaconised version oftheNeedham Schroederprotocolisth en given.
The paper is w ellw ritten and addresses an approach thathas n otbeen
given m uch attention.
[67] I Lung Kao and Randy Chow . An Efﬁcientand Secure Authenti-
cation ProtocolUsing Uncertiﬁed Keys. O perating System sReview ,
29(3):14–21, July 1995.
This presents various repeated authentication protocols. The authors in-
dicate how the use ofuncertiﬁed keys, i.e. w hose validity is notensured
w hen they areﬁrstused m ay bring perform ancebeneﬁts.
[68] A. Kehne, J. Schöenw älder, and H. Langendörfer. A Nonce-Based
Protocol for Multiple Authentication. O perating System s Review ,
26(4):84–89, 1992.
A m odern repeated authentication protocol. An initialprot ocoldistributes
ashared key K ab to principals A and B and also aticket f T ; A ; K ab g bb sealed
by B using a key know n only to herself. Repeated authentication c an then
be carried outby presenting the ticketand using the key K ab (distributed
to A by the serverundera key shared by itand A ) and severalnonces.
After the protocols are presented the BAN logic [26]is used t o analyse
the protocol. The aim ofthisprotocolisto overcom e relianc e on accurate
distributed clocks(itusesonly localclocksfortim estam p checks).
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There are som e problem s w ith the protocol, as pointed outby S yverson
[109]. Itm ightbeargued thatthereisaﬂaw in theidealisati on oftheproto-
col. Indeed thisisargued by Neum an and Stubblebine [90]tha tthe fresh-
nessbeliefs in the repeated authentication protocolare in valid. Syverson
disagreesw ith thisview and indicatesthatitisperfectly p ossible to take
anotherinterpretation of“run oftheprotocol”, nam ely tha ta run isa sin-
gle initialprotocoland allsubsequentrunsofthe repeated authentication
protocol. Itw ould appearthatBAN asitcurrently standsdoe snothandle
repeated authenticationsusing tickets.
For the authentication goals they setthe authors argue that their initial
protocolism inim alw ith respectto thenum berofm essages.
[69] R. A. Kem m erer. Using Form alVeriﬁcation Techniquesto Analyse
Encryption Protocols. In Proceedingsofthe1987 IEEE Sym posium on
Research in Security and Privacy , pages134–139. IEEE Com puterSo-
ciety Press, 1987.
Thisisone ofthe ﬁrstpapersto apply logic to the analysisof encryption
protocols(ratherthan algorithm s). Thisisdone using a var iantofthe Ina
Jo speciﬁcation language(and so representsauseofaw ell-k now n general
speciﬁcation notation forprotocolspeciﬁcation and analy sispurposes).
The m odern trend hasbeen aw ay from off-the-shelftechnolog iesbutthis
m ay change.
[70] C. Meadow sR. Kem m ererand Jonathan Millen. Three System sfor
CryptographicProtocolAnalysis. JournalofCryptology , 7(2):79–130,
1994.
A usefulpaper. Three system s are described: the Interrogat or, the NRL
ProtocolAnalyserand the use ofIna Jo. The toolsare used to a nalyse the
TMN protocolw ith very interesting results. W ellw orth area d.
[71] V. Kesslerand G. W edel. AUTLOG — An advanced logicofauthen-
tication. In ProceedingsoftheCom puterSecurityFoundationsW orkshop
VII, pages90–99, 1994.
Thispaperproposesan extension ofBAN Logic[26]. Itborrow ssom e as-
pectsofexisting extensions(e.g. recognisability) butint roducesa num ber
ofnew ones. In particularthereisa recently said predicate asoriginalsug-
gested by Burrow sAbadiand Needham . There is an attem ptto si m plify
the idealisation process by pushing certain aspects ofbeli efs aboutkeys
into thededuction rules. Theidealisation processstilllo okspretty com plex
though. The authorsalso introduce the notion ofa passive ea vesdropper.
Thiscan be used to detectcertain typesofﬂaw (such astheNes settﬂaw
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[89]). The paperconcludesw ith discussion abouttheinabil ity ofthelogic
to handleparallelruns.
[72] PaulC. Kocher. Cryptanalysis ofDifﬁe-Hellm an, RSA, DSS, and
other System s Using Tim ing Attacks. Extended Abstracton PK’s
W W W Page— http://w w w .cl.cam .ac.uk/users/rja14/, dec1995.
A paper thatw illprobably cause quite a stir since itpresent s an attack
on a variety ofpublic key encryption schem es. The attacks ar e based on
noting the am ountoftim e taken to encrypttext. The prelim in ary results
look w orrying indeed.
Essentialreading!.
[73] Arm in Liebl. Authentication in Distributed System s: A Bibliogra-
phy. O peratingSystem sReview , 27(4):122–136, October1993.
Thispaperprovidesa briefbutw ideranging bibliography of seventy-one
papersin authentication. Itsurveystheﬁeld in term sofgoa lsofauthenti-
cation, design aspectsofcryptographicprotocols, protoc olcategorisation
(private, public, hybrid, one-w aysfunctionsetc.) and ver iﬁcation ofproto-
cols. Thereisa neattableofw hereto ﬁnd relevantinform ati on on various
protocols. Thecolum n indicating w hich protocolsareﬂaw ed isnow outof
date!
[74] Gavin Low e. An Attack on theNeedham -SchroederPublicKeyAu-
thentication Protocol. Inform ation Processing Letters , 56(3):131–136,
Novem ber1995.
Seventeen years afterpublication ofthe Needham Schroeder Public Key
protocol[87]Low e discovers w hateveryone else has m issed – a parallel
session attack. This briefpaperis very clearin its descrip tions. The ﬂaw
w asfound using theFDR reﬁnem entchecking tool.
[75] Gavin Low e. Breaking and ﬁxing the needham schroeder public-
key protocolusing fdr. In ProceedingsofTACAS , volum e1055, pages
147–166. SpringerVerlag, 1996.
In this paperLow e describes how the CSP reﬁnem entcheckerFD R w as
used to identify a hole in the security of the w ell know n Needh am
SchroederPublicKey Protocol6.7.1. Hepresentsan accounto fhow princi-
palsand intrudercom m unicationsare m odelled in CSP (w ith a restricted
num berofprincipals) and presentsan argum entto show thatt heanalysis
perform ed issufﬁcientto guarantee itscorrectnessw hen m o re principals
areadded to thesystem .
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[76] Gavin Low e. Som eNew Attacksupon SecurityProtocols. In Proceed-
ingsoftheCom puterSecurity FoundationsW orkshop VIII . IEEE Com -
puterSociety Pres, 1996.
Thispaperrecordsa num berofattackson protocols. Theaim i slargely to
show thatthe sam e m istakesin protocoldesign are being m ade tim e and
tim eagain. Thepapercontainsa m oreviciousattack on theW o o and Lam
MutualAuthentication Protocolthan thatidentiﬁed by Clar k and Jacob (a
public nonce is accepted as a key) (see 6.3.11). This new attac k requires
a principalto acceptm essageshehascreated. W oo and Lam act ually state
thatreﬂectionsaredetected by principalsand so theprotoc olhasno m eans
ofenforcing this. Low ebelievesthatsuch functionality sh ould becaptured
by theprotocoland notbeleftasan im plem entation dependen cy. Attacks
on theKSL protocol6.5.3 and on theTMN protocolaregiven.
[77] Gavin Low e. SPLICE-AS: A CaseStudy in Using CSP to DetectEr-
rorsin Security Protocols. Technicalreport, Program m ing Resear ch
Group, Oxford, 1996.
In thispapertheauthorindicate show theCSP reﬁnem entchec kerFDR is
used to analyse a recently published protocol(w hich isactu ally a correc-
tion ofapreviousone).
[78] W enbo Mao and Colin Boyd. Tow ards the Form alAnalysisofSe-
curity Protocols. In ProceedingsoftheCom puterSecurity Foundations
W orkshopVI , pages147–158. IEEE Com puterSociety Press, 1993.
In thispaperauthorsexam inesom eofthedefectsofBAN logic . Afternot-
ing thatBAN logic passes as secure som e patently ﬂaw ed and in secure
protocolsthey addresssom e speciﬁcw eakness. Firstthe ide alisation pro-
cessisexam ined (doesnottakeinto accountcontext-speciﬁ cinform ation),
then elem entsofthe nature ofbeliefare exam ined (such asth e senseless-
nessofbelieving in a nonce). The elicitation ofassum ption sisalso a very
difﬁcultarea. The authorsthen go on to provide theirow n for m alism in-
tended to cater for ﬂaw s identiﬁed. An elem entofpreprocess ing is car-
ried outto identify the im plict use in the protocoldescription ofvarious
elem ents (e.g. noncesare identiﬁed aschallenges, respons e are identiﬁed
etc.). A setofBAN-like inference rules are given. Tw o proto colsare then
analysed using thesystem .
[79] W enboMao and Colin Boyd. Developm entofAuthentication Proto-
cols: Som eMisconceptionsand aNew Approach. In Proceedings7th
Com puterSecurity FoundationsW orkshop , pages178–186. IEEE Com -
puterSociety Press, 1994.
94
Thispaperaddressestw o im portantpointsregarding authen tication pro-
tocols. Theﬁrstisthatnon-secretdata isoften encrypted b y a principalin
orderto be retrieved by the intended recipientthrough decr yption. Boyd
and Mao argue convincingly thata m ore desirable w ay ofproce eding is
to rely on the one-w ay service ofcryptographic system s rath er than the
secrecy service. Thus, use ofhash functions can be used in or dernotto
provideto m uch cryptoanalyticinform ation.
Thesecond m isconception relatesto im plem entation — thech oiceofcryp-
tographic algorithm . The authors indicate that the use of ci pher block
chaining for al cryptographicservicesin authentication protocolsm ay be
dangerous and give an exam ple ofhow a “cutand paste” attack c an be
m ounted on theOtw ay-Reesprotocol.
Thethird pointattacked by theauthorsisthem isuseofredun dancy, w hich
can lead to signiﬁcantprovision ofcryptoanalyticinform a tion.
The authors state thatthe use ofa single notation for allcry ptographic
services gives a lack ofprecision thathas lead to m any w eakn esses and
provideanotation thatdistinguishesbetw een encryption f orconﬁdential-
ity and one w ay services. Theirm ethod requiresthatonly sec retdata be
subjectto conﬁdentiality encryption.
Overall, thepaperisw ell-w ritten, varied in itsscopeand v ery useful.
[80] W enboMao and Colin Boyd. On Strengthening Authentication Pro-
tocols to FoilCryptanalysis. In DieterGollm ann, editor, Com puter
Security— ESO RICS 94 , num ber875 in Lecture Notes in Com puter
Science, pages193–204. Springer, Novem ber1994.
Thispaperindicateshow certain classesofprotocolsallow am ischieverto
generate large am ountsofplaintext-ciphertextpairs. A Ke rberosdescrip-
tion is given and an indication show n thatthe protocols is su bjectto an
interesting attack.
Suppose a principalsends a requestto a server S in the clear. Server S
repliesw ith a ticketthatincludesan encrypted partcontai ning: ﬂag bits,
session key, address, nam es, tim estam ps, lifetim es, hosta ddressesand au-
thorisation data, allencrypted underthe sym m etric key K as . Now m uch
ofthis data is know n ornearly so. Fortim estam ps etc. the for m atofthe
data isknow n ifnotthe exactdata. In the case ofan internala dversary B
(w ith w hom A w ishesto com m unicate) thisisentirely know n. How ever,
theam ountofdata thatcan be obtained by B in such a w ay isvery sm all.
More im portantisthatthe originalrequestisin the clearan d so m essage
requestsfrom A can bespoofed ad nauseam . Now w hathappensiftheen-
cryption isdoneusing cipherblock chaining? Becausethese ssion key w ill
bedifferentin each run, thesequencesofciphertextblocks w illbedifferent
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too. Thew ayCBC w orksallow s C i and P i + C ( i  1) to beciphertextplaintext
pairs. Sincethesession key isdifferentin each run, thism e rely ensuresthat
differentrunsallow differentplaintextciphertextpairs to becreated.
A description ofthe KryptoKnightauthentication system is then given.
Thistoo issubjectto an attack generating plaintextcipher textpairs. Rem e-
diesareprovided. In oneanonceisexchanged encrypted w hic h then form s
partofthe MAC generation key. There is effectively a one-ti m e channel
and so only one plaintextciphertextpairispossible on each run. Another
schem eusing exponentiation key exchangeisgiven.
[81] Jam es L. Massey. An Introduction to Contem porary Cryptology.
ProceedingsoftheIEEE , 76(5):533–549, May 1988.
A very good introduction to the history, term inology and the ory ofcryp-
tology. Theauthordescribesboth secretkey and publickey c ryptography.
The reader w illneed som e m athem atics to follow the text. the paper is
unusualin thatitalso attem pts to introduce the underlying inform ation
theoreticconceptsto thereaderasw ellasthem oreusualalg orithm fare.
[82] Cathy Meadow s. Form alveriﬁcation ofcryptographicprotocols: A
survey. In ProceedingsofAsiacrypt96 , 1996.
Meadow s provides a com prehensive accountofthe use ofform a ltech-
niquesin thedevelopm entofsecurity protocols. Asw ellasg iven asurvey
shealso indicatesw hereform altechniquesarelacking in us e. Forexam ple,
theuseofform altechniquesin thedesign ofprotocols(i.e. f rom speciﬁca-
tion) and also atvery low levels.
[83] JonathanMillen. TheInterrogatorUser’sGuide. TechnicalReportM
93B0000172, MITRE, 202 Burlington Road, Bedford, MA 01730-1420,
m ay 1994.
The Interrogatorplaysan im portantpartin the developm ent oftoolsup-
portforprotocolanalysis. Theuserspeciﬁestheprotocoli n aprolog-based
syntax and can use the toolinteractively to determ ine w heth er speciﬁc
statescan be reached orspeciﬁcdata item scom prom ised. Its use isillus-
trated via exam ples (the Needham Schroederconventionalke y distribu-
tion protocol, the Difﬁe Hellm an key Exchange and the TMN pro tocol).
thetoolprovidesan autom aticsearch facility butinform ed guidancefrom
theuserisneed toreach thestagew hereautom ated supportis appropriate.
An im portanttool.
[84] J. K. Millen, S. C. Clark, and S. B. Freedm an. The Interrogator: Pro-
tocolSecurity Analysis. IEEE Transactionson SoftwareEngineering ,
13(2):274–288, February 1987.
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Thispapergivesa description oftheInterrogatortool. The userguide[83]
isabetterplaceto ﬁnd detailed inform ation.
[85] Judy H. Moore. ProtocolFailuresin Cryptosystem s. Proceedingsof
theIEEE , 76(5), May 1988.
The use ofparticularalgorithm s in conjunction w ith partic ularprotocols
can have disastrousresults. Thisisnotbecause ofany inher entw eakness
in the cryptoalgorithm sthem selves, ratheritisbecause th e w ay in w hich
they are used requiresthatthey possesscertain properties w hich they do
notin facthave. Itisthesecurity ofthew holesystem thatm u stbeconsid-
ered notjustthealgorithm ortheprotocolin isolation. The paperprovides
severalw aysin w hich featuresofRSA renderitsindicated us edangerous:
a notary protocolis given in w hich itis possible to forge a si gnature on
data because exponentiation preservesthe m ultiplicative structure; com -
m on m odulusand low exponentprotocolfailuresareexplaine d; a low en-
tropy exam pleiscited (thefailurearisesbecauseofthehig h redundancy of
hum an speech). Finally varioussym m etrickey failuresare i dentiﬁed. The
paperis usefulin thatithighlights the difﬁculties in goin g from speciﬁ-
cation to im plem entation. Alltoo often speciﬁersdo notsta te the precise
qualitiesthey dem and ofcryptoalgorithm s.
Thisisan im portantpaper. The w hole area ofcryptoalgorith m - protocol
interaction badly needsaddressing (still).
[86] LouiseE. Moser. A LogicofKnow ledgeand BeliefaboutCom puter
Security. In J Thom asHaigh, editor, ProceedingsoftheCom puterSecu-
rity FoundationsW orkshop III , pages57–63. IEEE, Com puterSociety
Pressofthe IEEE, 1989.
This paper provides a briefoverview ofthe developm entofm o dallog-
ics and their use in reasoning about authentication protoco ls. It intro-
ducesa new logicthatcom binesa m onotoniclogicofknow ledg eand be-
liefaugm ented by a non-m onotonic u n less operator. Forbeliefsofthe for
“B (p ) u n less B (q )” B (p ) isassum ed to be true unlessrefuted by otherevi-
dence. An exam ple application ofthe logicisgiven. Princip alsw ishing to
com m unicateask aserverforakey to bedistributed. A charac terisation of
know ledge and beliefaboutthe protocolis recorded in 18 axi om s. These
axiom s encom pass rules aboutbeliefs as a resultofsending a nd receiv-
ing ofm essages, know ledgeofprincipals’keysand beliefin theirsecurity,
and trustw orthinessofprincipals. The logic takes the view thatbeliefin
a proposition p is presum ed unless itis refuted. This has som e interest-
ing consequences— forexam ple, should w eassum ethateach pr incipalbe-
lieves that“ k is a key” forall k (Axiom 1d begins to look strange in this
context).
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A few exam ple consequencesofthe axiom sare then given. The t extcon-
cludes thatthere is a need forquantiﬁcation to be included i n the logic.
Future plansinclude also the use ofnested u n less predicates. Com bining
the logic w ith a tem porallogic is the ﬁnalsuggestion. Curre ntly no tool
supportisavailable forthelogic(buttheauthorsconsider itessential).
The characterisation seem srathercom plex and asindicated above theac-
tualaxiom sm ightusefully be exam ined. Butthere isa logica tw ork here
w ith asound sem antics. An im portantpaper, and w orth aread.
[87] RogerNeedham and MichaelSchroeder. Using Encryption forAu-
thentication in LargeNetw orksofCom puters. Com m unicationsofthe
ACM , 21(12), Decem ber1978.
One of the classic authentication papers. In this paper the a uthors ad-
dressissuesofestablishing interactivecom m unication be tw een principals,
authenticated one-w ay com m unication (for exam ple, m ailsy stem s) and
signed com m unication.
Tw o protocols for establishing interactive com m unication are presented:
one using conventionalsym m etric key encryption and the oth er using
publickey encryption. Theform ercontainstheclassicrepl ay ﬂaw [42]. Itis
isusually referred to as“TheNeedham SchroederProtocol”b utthiscould
equally apply to any ofthethreeprotocolspresented in this paper. Theau-
thorsw ereaw areofm any possibleattacksand providearatio nalefortheir
protocols. Thepublickey protocolhasrecently been show n t o besuscepti-
bleto aparallelsession attack by Gavin Low e. Theﬁnalproto coldescribed
isam eansofobtaining digitalsignaturesviaathird party u sing sym m etric
key encryption.
Theauthorsassum ethatkeysare notreadily discoverableby exhaustivesearch
orcryptanalysi . Asw ew erelaterto ﬁnd out, m orerestrictiveassum ptions
w ould beneeded.
Thepaperendsw ith thew ell-know n quote:
Finaly, protcols such asthose developed her are prone to extrem ely
subtleerors thatareunlikey to bedetced in norm aloper ation. The
ned fortechniquesto verify thecorectnes ofsuch protc ols isgreat,
and w e encourage those intersted in such problem s to consid er this
area.
Oneofthelandm ark papersin authentication. Essentialrea ding.
[88] RogerM. Needham and M. D. Schroeder. Authentication Revisited.
O peratingSystem sReview , 21(7):7–7, January 1987.
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In thispapertheauthorsrevisittheirfam ousconventional (sym m etric) key
authentication protocoland show how an extraexchangebetw een thetw o
authenticating principalscan beused to overcom ethefresh nessdeﬁciency
identiﬁed by Denning and Sacco (w ho overcam e the problem by t he use
oftim estam ps) [42]. Theextra exchangeincludesa noncefro m thesecond
principal B to be provided to the authentication server. This is then in-
cluded by the authentication serverin the authentication t icketpassed to
B aspartoftheprotocol, thereby ensuring freshness.
[89] DanielM. Nessett. A CritiqueoftheBurrow s, Abadiand Needham
Logic. ACM O peratingSystem sReview , 24(2):35–38, April1990.
Thisbriefpaper(and itsrejoinder) form ed the startofw hat m ightbe de-
scribed as“BAN w ars”— thedebateoverw hatBurrow s, Abadian d Need-
ham claim ed forBAN logic (ﬁrstorderclaim ) [26], w hatother s claim ed
they claim ed (second orderclaim ) and w hatthe capabilities ofBAN logic
and itsderivativesare (no claim s, justinvestigativescie nce).
Nessettm isquotes(orm isinterprets) the BAN authorsstate m entsregard-
ing goalsofauthentication. Thispaperim pliesthatthe BAN authorshad
a particularposition on w hatthebeliefgoalsofa protocols hould be. This
issim ply w rong; the BAN authorsgive the indicated goalsm er ely asex-
am plesofw hatm ightbe suitable in particularcircum stance s. Indeed, the
BAN authorseven describe theOtw ay Reesprotocolisa “w elld esigned
protocolthatm ay haveusein certain environm ents”, even th ough thepro-
tocoldoesnotachieve thegoalsNessettstatesthey regard a snecessary (a
pointraised by Syverson [107]).
Them oreim portantpointofthispaperisthatitprovidesan e xam plepro-
tocolthatisobviously insecure butthe ﬂaw isnotdetected b y BAN anal-
ysis. The crux ofthe exam ple isthata principalcan broadcas ta m essage
thatcontainsa key forshared useand a nonce allencrypted w i th herpri-
vatekey. Thisisobviously readableby everyone(w ith thepu blickey) and
so theprotocolisinsecure. Theprotocolgiven issufﬁcient to establish ﬁrst
and second orderbeliefsofboth partiesin thegoodnessofth ekey.
Thepaperisnow partofauthentication folklore.
[90] B. Clifford Neum an and StuartG. Stubblebine. A Noteon theUseof
Tim estam psasNonces. O peratingSystem sReview , 27(2):10–14, April
1993.
Thispapergivesan alternative protocolsim ilarto thatgiv en by Kehne et
al [68]forrepeated authentication. Theticketisslightly di fferentto theone
used in thatprotocol. In addition, although tim estam psare stilllocal, the
ticketissealed by the authentication server, ratherthan b y one ofprinci-
pals.
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The papercriticisesthe application ofBAN logic[26]to the KLS protocol
[68], stating thatitviolatesthenotion offreshness. Furt herm odiﬁcationsto
thisprotocolare suggested. The tradeoffsinvolved in adop ting particular
approachesto authentication (e.g. tim estam psornonces) a reexam ined.
Theprotocolhascertain ﬂaw sasexposed by Hw ang etal[60].
[91] D. Otw ay and O. Rees. Efﬁcientand Tim elyMutualAuthentication.
O peratingSystem sReview , 21(1):8–10, January 1987.
Thispaperpresentsthew ell-know n Otw ay-Reesprotocol. Th enotation is
alittledifferentfrom usual. Thedescription isofinteres tforhistoricalrea-
sons: the protocolhas becom e one ofthose regularly subject to analysis
techniques(e.g. BAN [26]). Thereare som eclassicreplay ﬂaw sin thepro-
tocol.
[92] R. Rivest, A. Sham ir, and L. Adlem an. A Method forObtainingDig-
italSignaturesand PublicKeyCryptosystem s. Com m unicationsofthe
ACM , 21(2):120–126, February 1978.
The authors presentthe RSA algorithm forthe ﬁrsttim e in an a cadem ic
journal(ithad appeared previously in one ofMartin Gardner ’scolum ns).
A classicpaper.
[93] A.W . Roscoe. IntensionalSpeciﬁcations ofSecurity Protocols. In
Proceedings9th IEEE Com puterSecurity FoundationsW orkshop , pages
28–38. IEEE Com puterSociety Press, 1996.
The authorintroducestw o notionsofspeciﬁcation: extensional and inten-
sional .
An extensionalspeciﬁcation indicatesw hatthe protocolis to achieve (but
nothow ). Given asetofassum ptionspriorto theprotocolabo ut”statesof
m ind”oftheprincipalsan extensionalspeciﬁcation w illgi vew hatproper-
tiesofthose statesofm ind ofthe principals m usthold after execution of
the protocol. The authorillustrateshow such speciﬁcation sm ay be found
lacking ifattacks are to be found. An intensionalspeciﬁcat ion describes
propertiesofhow com m unicationsbetw een principalsm usto ccur. Itdoes
notspecify precisely w hatisachieved. A deviation from the designer’sin-
tended sequence ofcom m unicationsisan attack. Otherm etho dsm ustbe
applied to addressw hattheprotocolactually achieves(e.g. BAN analysis).
Coding such speciﬁcations in CSP allow s the reﬁnem entcheck erFDR to
be broughtto be to search fordeviationalattacks. W ellw ort h a read. The
w ork w ascarried outunderthe StrategicResearch Plan m anag ed by the
DERA.
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[94] BillRoscoeand PaulGardiner. SecurityModelling in CSP and FDR:
FinalReport. Technicalreport, Form alSystem sEurope, oct1995.
This report sum m arise how CSP can be used to m odelprincipals ’be-
haviourin security protocols. Authentication is couched a s a reﬁnem ent
problem and thereﬁnem entcheckerFDR isused to carry outast atespace
exploration to determ ine w hether a proposed ’im plem entati on’actually
satisﬁes the speciﬁcation ofauthentication. This reporti s the initialout-
putoftheForm alSystem sw ork indicating thatCSP/FDR could bea very
prom ising m eans ofanalysing security protocols. The w ork w as carried
outundertheStrategicResearch Plan m anaged by theDERA.
[95] A. D. Rubin and P. Honeym an. Form alMethods forthe Analysis
ofAuthentication Protocols. TechnicalReportTechnicalreport93– 7,
CITI, Novem ber1993.
Thispaperprovidesa review ofextantliterature in the ﬁeld ofauthenti-
cation protocols. Thepaperbeginsw ith som eintroductory d eﬁnitionsand
a description oftheNeedham -Schroederprotocol[87], itsﬂ aw sand their
resolution by tim estam ps. Thisservesasa good m otivation f orthesubject
m atterthatfollow s. The various approaches to analysis are then investi-
gated. Thereferencem aterialisw ide-ranging and thetexti sw ellw ritten.
[96] PeterRyan. TheDesign and Veriﬁcation ofSecurity Protocols. Tec h-
nicalreport, DefenceEvaluation Research Agency, August1996.
Thisreportprovidesa readable sum m ary ofthe m odelling ofa uthentica-
tion protocolsusingCSP and how theFDR toolcan beused to ver ify thata
protocolissecure. Theapproach m odelsprincipals, agener alintruderand
thenetw ork m edium ascom m unicating CSP processes. Theappr oach has
them eritthatseveralthem esofsecurity can beaddressed (c onﬁdentiality,
integrity, availability, etc). Exam plesofw heretheappro ach hasdiscovered
new attacksare given. The considerable prom ise show n by the approach
isindicated butatthesam etim ecurrentlim itationsand pos sibledevelop-
m entsareclearly addressed and discussed.
[97] Steve Schneider. Security Propertiesand CSP. In Proceedingsofthe
1996 IEEE Sym posium on Security and Privacy , pages 174–187. IEEE
Com puterSociety Press, m ay 1996.
Thispaperaddressesissueshow conﬁdentiality and authent icity ofm es-
sagescan be addressed w ithin theCSP fram ew ork. The paperpr ovidesa
briefintroduction to CSP and can beread w ithoutpriorknow l edgeofthe
processalgebra.
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[98] B. Schneier. The IDEA Encryption Algorithm . Dr. Dobb’sJournal ,
pages50–56, Decem ber1993.
This article provides a good, easily understood descriptio n ofthe IDEA
conventionalkey encryption algorithm . This is a 64-bitblo ck algorithm
w ith a 128-bitkey. The m ain diagram seem sslightly outofkil terw ith the
textthough.
Softw are im plem entationsare about1.5 to 2 tim es asfastas c orrespond-
ing DES im plem entations. The author cites a VLSI im plem enta tion that
encryptsat177MBits/sw hen clocked at35MHz.
[99] BruceSchneier. AppliedCryptography . W iley, 1994.
Probably the bestavailable introductory texton m odern day cryptogra-
phy and its applications. Itis easy to read and very w ide rang ing in the
topicscovered. Many conventionalkey and publickey algori thm sare de-
scribed togetherw ith know n w eaknesses. A signiﬁcantam oun tofeffortis
expended explaining variouscryptographic protcols . Thereareseveralat-
tackson protocolsdescribed butsom eattacksthatw eknow ab outarenot
covered.
[100] G.J. Sim m ons. How to Insure thatData Aquired to Verify Treaty
Com plianceareTrustw orthy. ProceedingsoftheIEEE , 76(5):621–627,
May 1988.
A cold w arsum m ary paper! Ratherless ﬂippantly, Sim m ons pro videsa
readable accounton the w ork oftreaty veriﬁcation (fornucl eartests) car-
ried outatSandia Laboratories. Descriptionsare given ofb oth sym m etric
key and publickey approaches.
[101]MilesE. Sm id and DennisK. Branstad. TheData Encryption Stan-
dard: Pastand Future. ProceedingsoftheIEEE , 76(5):550–559, May
1988.
This is a good paperto read. Itexam inesthe history ofDES, w h y itw as
produced, w ho w ere the m ajorstakeholdersand how itw astake n up by
variousbodies. An overview ofitsapplicationsisgiven. No tm uch techni-
calinform ation butagood overview ofthestateofplay in 198 8.
[102] EinarSnekkenes. Exploring the BAN Approach to ProtocolAnaly-
sis. In 1991 IEEE Sym posium on Researchin SecurityandPrivacy , pages
171–181. IEEE Com puterSociety Press, 1991.
Snekkenes show s thatBAN logic is incapable ofdetecting err ors due to
perm utation ofprotocolsteps. Healso show sthatitisunlik ely thataBAN
typeapproach can hopeto providegood analysisofzero-know ledgetype
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protocols. A class ofprotocols is introduced called term inating protocols
and itisshow n thatDanNesset’sﬂaw ed protocol[89]belongs to thisclass.
[103] E. Snekkenes. Rolesin CryptographicProtocols. In Proceedingsofthe
1992 IEE Sym posium on Security and Privacy . IEEE Com puterSociety
Press, 1992.
In thispaperSnekkenesshow sthatBieber’sapproach to prot ocolveriﬁca-
tion [16]m ay notdetectﬂaw sthatarise due to principalstak ing on m ore
than one role in a protocol. Bieber’s logic m ay, how ever, be s uccessfully
m odiﬁed. An exam pleprotocolisgiven thatisdeem ed secureb yboth BAN
analysisand BieberCKT5 analysis.
[104] EinarSnekkenes. Form alSpeciﬁcation and AnalysisofCryptographic
Protocols . PhD thesis, Faculty ofMathem aticsand NaturalSciences,
University of Oslo, Norw egian Defence Research Establishm ent,
P.O. Box 25, N-2007, Kjeller, Norw ay, jan 1995.
ThisDPhilthesisprovidesa form alfram ew ork forspecifyin g and reason-
ing aboutprotocols. Num eroustheorieshavebeen w ritten in HOL to sup-
porttheanalysisofprotocols.
[105] JenniferG. Steiner, Clifford Neum an, and Jeffrey I. Schiller. Ker-
beros:An Authentication Service forOpen Netw ork System s. jan
1988.
The m ostusualacadem ic reference for the early Kerberos. Ve ry clearly
w ritten. The paperaddressesprotocolissuesbutalso adm in istration and
application program m erview s.
[106] StuartG. Stubblebine and VirgilD. Gligor. On Message Integrity in
CryptographicProtocols. In Proceedingsofthe1992 IEEE Sym posium
on Researchin SecurityandPrivacy , pages85–104. IEEE, 1992.
This paperdeals w ith the possibility offorging m essagesby cutting and
splicing oftransm itted m essages. The principalm ode ofenc ryption con-
sidered iscipherblock chaining (CBC). The Kerberosauthen tication pro-
tocols is chosen as an exam ple to be attacked in this w ay. The p aperad-
dressesthe adequacy (orotherw ise) ofchecksum sto protect againstsuch
m aliciousm odiﬁcation. A detailed butvery good read.
[107] PaulSyverson. TheUse ofLogic in theAnalysisofCryptographic
Protocols. In Teresa F. Luntand John McLean, editors, Proceedings
ofthe1991 IEEE Sym posium on Security and Privacy , pages 156–170.
IEEE Com puterSociety, May 1991.
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The authorisconcerned w ith placing the useoflogicsforana lysing secu-
rity protocols on a form alfooting. In particular there is a w orry thatthe
capabilities and lim itations ofparticularlogics are notr eally understood
and thatsom e toolisneeded to allow analysisofthe logics. H e proposes
posiblew orldssem antics asthattool.
Section 2 : Security Trustand Intentionality Theauthorcategorises
the objectives ofprotocolanalysis logics forboth epistem ic (know ledge)
and doxastic logics (belief). Loosely, beliefis concerned w ith trust, func-
tionality and a legitim ate subject’spointofview , w hereas know ledgelog-
icsareused to investigatesecurity and apenetrator’sview point.
Though intuitively epistem ic logic seem s m ore appropriate for security
and doxasticlogicsfortrust, each isform ally capableofca pturing and rea-
soning abouttrustand security. Practicalconcerns aboutt he am ountof
w ork involved in doing proofslead the authorto recom m end th atfuture
research concentrateon epistem iclogics.
Section 3: BA N Logic This section provides a critique ofBAN logic
[26]and also com m entson others’critiquesofBAN.
Syverson pointsoutthatw hile the BAN authorsthem selvesha ve a good
idea ofw hatthey are doing, others are occasionally confuse d aboutthe
authors’goals. In particularthegoalsofauthentication a re a considerable
sourceofconfusion. Nessett’scriticism s[89]areexam ine d. Theauthorcor-
rectly points outthatthe BAN authors take no position on the goals of
authentication, rightly considering thesegoalsto beappl ication speciﬁc.
One ofthe BAN authors’statem ents “com m on beliefin the good nessof
K isneverrequired— thatis, A and B need notbelieve thatthey both be-
lievethat. . . thattheyboth believethat K isgood”iscriticised, becausesuch
dem onstration isknow n to beim possiblein general. Hegoeso n to givean
exam plew heresecond orderbeliefsareinsufﬁcientand conc ludesthatthe
degreeofbeliefdem onstrated by a protocolvariesaccordin g to the appli-
cation.
Theauthoralso takesto taskCheng and Gligorforseveralm is attributions.
Healso exam inesNessett’sclaim sand pointsoutthatin plac estheoriginal
BAN paperm ightgivetheim pression ofhandling (atleastsom e) security
issues. He refersto the table ofprotocolsincluded in the BA N paperbut
indicates thatthe authors ofBAN included these ‘bugs’as “a spects our
form alism helped bring to light”.
Itism aintained thatBAN logichasbeen m uch m isinterpreted and thatin
practice ithashelped revealseveralﬂaw s. Asa form al m ethod, how ever,
theauthordoesnotsupporttheuseofBAN logic.
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Section 4: Sem antics The authorexam inesthe role ofsem antics. One
ofthe m ajor roles ofa sem antics is to give a m eans ofevaluati ng log-
ics. Generally, w e w ould w antto show soundnessand com plete ness. Al-
though soundnessisoften the principalconcern, forsecuri ty applications
com pletenessisseen asbeing of“utm ostim portance”. A form alsem antics
providesa precisestructurew ith respectto w hich such com p letenessand
soundnesscan be proven. The authorargues thatifa sem antic stakesits
structuredirectly from thelogic, then no assuranceisgain ed aboutthead-
equacy ofthelogicfrom soundnessorcom pletenesstheorem s (indeed they
should betrivial). A furtherview on form alsem anticsistha titsuppliesan
alternativeview (diversity).
Theauthorintroducespossiblew orld sem anticsoffering th isasam eansof
exposing theNessettﬂaw .
Overall: Thepaperisw ellw ritten and isw ellw orth aread.
[108] PaulSyverson. A Taxonom y OfReplay Attacks. In Proceedingsof
the7thIEEE Com puterSecurityFoundationsW orkshop , pages131–136.
IEEE Com puterSociety Press, 1994.
This paper presents a taxonom y of replay attacks; or rather, tw o tax-
onom ies: an origination taxonom y (based on the protocolrun oforigin of
replayed m essage) and a destination taxonom y (based on the r ecipientof
thereplayed m essagerelative to itsintended recipient). O rigination splits
replaysinto run-external attacks(replay ofm essagesfrom outsidethecur-
rentprotocolrun) and run-internal ( replay ofm essagesfrom insidethecur-
rentprotocolrun). Run-externalattacksare furtherdivid ed into interleav-
ings (requiring contem poraneous protocolruns) and classi c replays (not
necessarily requiring contem poraneousruns).
W ithin theorigination taxonom y can beplaced thedestinati on taxonom y:
deﬂections (m essage issenteitherto a sender— a reﬂection— orto a third
party) and straightreplays (intended recipientreceivesthem essagebutitis
delayed).
The papergoeson to describe how the taxonom y providesa fram ew ork
in w hich to discuss counterm easures’capabilities and how i thighlights
the capabilities ofvariouslogicalanalysisapproaches (f orexam ple, BAN
is generally directed atclassic replays). Som e exam ples of replay attacks
aregiven on theBAN-Yahalom protocol.
The taxonom y actually applies to m essage fragm ents rather t han m es-
sages. In practice itm ay be necessary to usem ore than onetyp eofreplay
to m ountasuccessfulattack.
Thepaperisw orth a read. Thereislittle startling butthati sthew ay w ith
taxonom ies. Thosepresented in thispaperappearuseful. Th eem ergenceof
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usefultaxonom iesindicatesperhapsthatprotocoldevelop m entand anal-
ysishascom eofage?
[109] PaulSyverson. On Key Distribution forRepeated Authentication.
In O peratingSystem sReview , pages24–30, 1994.
Thispaperdescribesthetw o-partNeum an Stubblebineproto coland then
show show itcan beattacked. Theattacksassum ecertain im pl em entation
dependencies(forexam ple, thatthe substitution ofa nonce fora key w ill
go undetected and thatdirection bitsare notused). Aftera d iscussion of
counterm easuresthe paperthen presentsa variantofthe Neu m an Stub-
blebine protocol, w hich isfree from the previousattacks, b utthen show s
how ititselfcan be attacked. A ﬁnalprotocolthatincorpora tes elem ents
ofthe KSL protocol[68]is then presented. The paperconclud es w ith an
analysisofw hatthegoalsoftheKSL and NS repeated authenti cation pro-
tocols w ere and ofthe utility ofBAN logic [26]for addressin g repeated
authentication.
A good paper, w ith som eniceattacks.
[110] PaulSyverson and CatherineMeadow s. A LogiclanguageforSpec-
ifying Cryptographic ProtocolRequirem ents. In Proceedingsofthe
1993 IEEE Sym posium on Research in Security and Privacy , pages165–
177. IEEE Com puterSociety Press, May 1993.
Asyetunread. Hereforcom pleteness.
[111] Gene Tsudik. Message Authentication w ith One-W ay Hash Func-
tions. O peratingSystem sReview , 22(5):29–38, 1992.
Thispaperassessesthe m eritsoftw o approachesto using has h functions
to providem essageauthentication: thesecretpreﬁxand sec retsufﬁxm eth-
ods. Thepaperproposesa usefulhybrid.
[112] Victor L. Voydock and Stephen T. Kent. Security Mechanism s in
High-LevelNetw ork Protocols. Com puting Surveys , 15(2):135–171,
June1983.
An early protocolsecurity classic. Thispaperdescribesat tackson com m u-
nicationsprotocolsand m easuresthatcan be taken to counte rthem . Best
ofallisthe low leveldetailon cryptosystem usage (in parti cular, the con-
sequencesoftheuseofparticularapproachesto thechoiceo finitialisation
vectorsin DES). Essentialreading.
[113] EfﬁcientDES KeySearch , Crypto 93, August1993.
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Thispaperaddressesin considerable detaila design fora pi pelined key-
search m achine forDES. A very good paper. Probably the m ostd etailed
hardw arepaperto reach aconferenceever!
[114] MichaelW illet. CryptographyOld and New . Com putersandSecurity ,
Vol1:177–186, 1982.
Thisisasim pleintroduction to cryptography assum ing no m a thsw hatso-
ever. Itgivesa good introductory accountto the history ofc ryptography
and introducesvarioustypesofencryption algorithm . Itis ofcourse a lit-
tle dated. Ittakes the readerfrom Caesarciphers to DES and p ublic key
cryptography (butno detailson thelatter).
[115] Michaelw illet. A Tutorialon PublicKey Cryptography. Com puters
andSecurity , pages1–20, 1982.
W illettprovidesa very briefoverview ofm ainstream public key cryptog-
raphy (concentrating on RSA and MerkleHellm an Knapsacks).
[116] T. Y. C. W oo and S. S. Lam . Authentication forDistributed System s.
Com puter , 25(1):39–52, January 1992.
Thispaperprovidesa good introduction to som eprincipleso fauthentica-
tion, explaining som ebasiccryptography, w hatthethreats to asystem are,
w hatsortsofpartiesm ay w ish to carry outauthentication ex changes. The
paper provides som e paradigm s ofauthentication exchanges . Tw o case
studies(Kerberosand SPX) are given. There are som e errorsi n the paper.
W ooand Lam published som ecorrectionsshortlyafterthispa perw aspub-
lished indicating thatﬁgure5 on page47 needsaugm enting: t heprincipal
P needsto be included to precede the principal Q in steps5 and 6. Som e
oftheprotocolsshow n aresusceptibleto attack neverthele ss. Indeed, W oo
and Lam them selveshave published a correction to anotherof the proto-
cols[117].
[117] T. Y. C. W oo and S. S. Lam . A Lesson on Authentication Protocol
Design. O peratingSystem sReview , pages24–37, 1994.
A previouspaperby the authors[116]described a protocolth atw assub-
sequently found to beﬂaw ed. Theauthorsexplain how they sta rted w ith a
secure (butelaborate) one-w ay authentication protocolan d progressively
sim pliﬁed itto take outw hatw as regarded as superﬂuous info rm ation.
The sim pliﬁcation stepsare given and the transition to inse curity isiden-
tiﬁed. The authorsgive a PrincipalofFulinform ation , w hich dictatesthat
the initiator and responderinclude in every outgoing m essa ge allofthe
inform ation thathasbeen gathered so farin the authenticat ion exchange.
A num berofsim pliﬁcation heuristics are given. These are de m onstrated
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by application to a m utualauthentication protocol. Itw oul d appearthat
there isa problem w ith the description given in thispaper. T he transition
to insecurity occurs in the step before the one identiﬁed by t he authors.
Effectively a parallelsession attack can be m ounted to enab le a m alicious
agentto startand com pletean authentication exchangew ith aserverw ith-
outtheprincipalw hoseidentity heclaim sknow ing thatsuch an authenti-
cation hastaken place.
[118] S. Yam aguchi, K. Okayam a, and H. Miyahara. Design and Im ple-
m entation ofan Authentication System in W IDE InternetEnviron-
m ent. In Proceedingsofthe10th RegionalConferenceon Com putersand
Com m unication System s , 1990.
Theoriginaldescription oftheSPLICE Authentication Syst em . See[34].
[119] AlecF Yasinsacand W illiam A W ulf. A Form alSem anticsforEvalu-
ating CryptographicProtocols. Thepaperhasbeen superceeded by
a laterversion published in the IEEE Sym posium on Security and
Privacy 1994., 1993.
This paperprovides a good introduction to som e relevantiss ues forau-
thentication protocols. Itprovidesan overview ofthehist oricdevelopm ent
ofprotocols. Aftersupplying an appraisal(albeitbrief) o fthe capabilities
ofcurrentapproachesto protocolveriﬁcation theauthorsg o on to suggest
an approach based on the notion ofw eakestprecondition calc ulus. They
say:
Ourreview oftheproblem ofprotocolsveriﬁcation hasbroug ht
usback repeatedly to the ﬁeld ofprogram veriﬁcation. Actio ns
ofprincipalsin program scan bethoughtofasanalogousto th e
operationsofprogram s.
Thegeneralideaisthatprotocolstepsareview ed in term sof theirresults,
i.e. they are effectively state transform ers, w ith the send ing and receiving
ofm essagesm odelled asm em ory accesses.
A language CPAL (Cryptographic ProtocolAnalysis Language ) is given
in w hich the goalsofauthentication can be speciﬁed. W herea sBAN logic
m odels the evolution ofprincipals’beliefs, the aim ofthe c urrentpaper
is to m odelthe actions a usercan take. CPAL providesa language to de-
scribethoseactions(send/receivem essageson anetw ork, e ncryption and
decryption, creating keys, tim estam psand nonces, cox/dif ferentcom put-
ing functions and m aking com parisons and sim ple decisions) . Note that
the approach taken isthata protocoldoesnotrequire a notio n oflooping
(effectively only assignm entand alternation areneeded).
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W ith thesim pliﬁed execution m odeltheideaisthatthegoals oftheproto-
colarestated asapostcondition and then w p-calculusisuse d to derivethe
preconditionsforsuccessoftheprotocols(i.e. theinitial assum ptions).
The appendix to this paper gives a description of the CPAL lan guage
and an indication ofits use to specify various protocols (Ne edham and
SchroederPrivateKey Protocol, Denning and Sacco PrivateK ey Protocol,
and theOtw ay and ReesPrivateKey Protocol).
Theideasexpressed in thispaperareusefulbuttheparticul arsseem alittle
lightatthem om ent.
[120] PaulC van Oorschot. An Alternate Explanation oftw o BAN Logic
’failures’. In Tor Helleseth, editor, Eurocrypt ’93 , num ber 765 in
LNCS, pages443–447. SpringerVerlag, 1993.
Thispaperprovidesa retortto Boyd and Mao’spaperatthesam e confer-
encediscussing lim itationsofBAN logicapproaches[23]. O orschotm ain-
tains(w ith justiﬁcation) thatBAN passestheﬁrstprotocol sim ply because
the form alassum ption oftrustin the authentication server isnotactually
true. Thesecond exam pleprotocolispassed by BAN becauseth eidealisa-
tion issim ply w rong.
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